[MonuTnka 00padOTKU M 3aIIUTHI
MEePCOHAJBHBIX JaHHBIX

Personal Data Processing
and Protection Policy

1. OBIIME INOJIOKEHUA

Bo ucnonnenne tpeboBanmii 4. 2 cr. 18.1 dexepanpHoro
3akoHa 0T 27.07.2006 Ne152-@3 «O nepcoHanbHbIX JaHHBIX)
Hacrosimas [lomurrka my0nukyeTcs B CBOOOIHOM JIOCTYIE B
nH(pOpMaMOHHO-TEIEeKOMMYHHKAIMOHHOK cetn VHTepHeT
Ha caiite Oneparopa (fganee Takxe OnepaTrop epcoHaIbHBIX
JTAHHBIX, [IpaBoobnamaTens caiira), SIBIISIETCS
O0IEIOCTYIHBIM ~ JTOKYMEHTOM M IpeaycMaTpHBaeT
BO3MO)KHOCTb O3HAKOMJICHUS! JIFOOBIX JIMI] C €€ ICHCTBYIOIIEeH
Bepcuei.

Hacrosmas IlonuTrka TNOIEKUT pa3MENICHUIO Ha caiite
Omnepatopa B HH(OPMAIMOHHO-TENEKOMMYHUKAITHOHHOM
cetu MHTepHET 10 anpecy: https://www.milkexim.ru/

a Takke Ha Bcex crpanunax Caiita, ¢ HCIIOIB30BaHHEM
KOTOpBIX ocymiecTBisiercss coop I[lepcoHambHBIX JaHHBIX
cyObekToB [lepcoHaIbHBIX JaHHBIX. .

BeO-popmbl, Onanku, THIOBbIe (OpMBI I cOopa
MIEPCOHABHBIX JaHHBIX B 00s3aTEIBLHOM MOPSAKE COACPKAT
yBemomiieHus [lonb3oBaTeneit 00 00paboTKe MepCOHATBHBIX
JNAHHBIX B COOTBETCTBUH C [1OJIMTHKOI C CCHUIKOM Ha HEe.

1.2. TlonuTHKa IEHCTBYET OECCPOUHO MOCTE YTBEPKACHHUS H
JI0 ee 3aMeHbl HOBOH pemakimedt. IIpaBoobnanarens caiita
HMeEET IIPaBO BHOCUTh U3MEHEHUsI B HacTosyto IlonnuTuky.
HoBas penakiust BCTynaeT B CHIIy C MOMEHTA €€ pa3MeLIeHHs
B HMHGOPMALMOHHO — TEJNEKOMMYHHMKAIlHOHHOH CeTH
Wuteprer mo axpecy: https:/www.milkexim.ru/ , eciau uHOE
HE IPEeyCMOTPEHO HOBOM penakuueit Ilonuruku.

[IpaBooGnanarenem caiita obecnieynBaeTcs
HEOrPAaHWYCHHBI  JOCTYIl BCEM  3aWHTEPECOBAHHBIM
CyObekraM MNEpCOHAIBHBIX JAHHBIX KO BHECCHHBIM B
IMoauTHKY U3MEHEHHUSIM.

1.3. Tlonoxkenuss u TpeOGoBaHusi Hacrosuied [lonuTuku
HampaBJIeHBl Ha OOecCleYeHHe 3alluThl NpaB M CBOOOX
YeJIoBeKa U rpakaaHuHa npu 00padoTke ero [lepcoHanbHBIX
JaHHBIX.

1.4. TlepconanpHble qaHHBIE 0OpadaTeBatoTcss OmepaTopom

B CJIEAYIOIINX LETISIX:

e mpenoctaBieHne aocryna CyObeKTaM NepCOHAIBHBIX
JAHHBIX K (PyHKIIMOHAIBHBIM BO3MOXHOCTSM Caiita;

e 00paboTKa BXOAAIINX 3aIPOCOB JIUII C IETHI0 OKA3aHHUS
KOHCYJIbTUPOBAHUS; aHATUTUKY ACHCTBUH (PU3HIECKOTO
munma Ha Caiite w  (ysxumonmpoBanusi  Caiira;
TIPOBEICHUE PEKITAMHBIX M HOBOCTHBIX PACCHIJIOK M HHBIX
menei, CBA3aHHBIX ¢ IMpocMoTpoM (TiocemerHneM) Caiita
ITonb3oBarenem.

o wuneHTHUKanms CyObeKkTa NEepCOHANBHBIX NAaHHBIX C
LIENTBI0 3aKITFOUEHHS JIFOOBIX JOroBOopoB ¢ OmepaTopom U
VX JaJbHEHIIEro NCIONTHEeHNS;

e mposeneHne OnepatopoM akiyi, OMPOCOB, HHTEPBBIO,
TeCTUPOBAHMH U HccienoBannii Ha Caiire;

e ornpasnenne  [lomp3oBareneM  3asBOK,  IHCEM,
COOOIICHUI U T.1.;

1. GENERAL PROVISIONS

In compliance with the requirements of Part 2 of Article
18.1 of Federal Law No. 152-FZ dated 27.07.2006 "On
Personal Data", this Policy is published in free access on
the Internet information and telecommunications network
on the Operator's website (hereinafter also referred to as the
Personal Data Operator, the Site's Copyright Holder), is a
publicly available document and provides for the possibility
for any person to familiarize himself with its current
version.

This Policy is subject to posting on the Operator's website
on the Internet at: https://www.milkexim.ru/ as
well as on all pages of the Website, which are used to
collect Personal Data of Personal Data subjects.

Web forms, forms, and standard forms for collecting
personal data must contain User notifications about the
processing of personal data in accordance with the Policy
with a link to it.

1.2. This Policy is valid indefinitely after its approval and
until it is replaced by a new version. The website copyright
holder reserves the right to amend this Policy.

A new version will take effect upon its posting on the
Internet at https://www.milkexim.ru/ , unless otherwise
provided in the new version of the Policy.

The copyright holder of the website provides unlimited
access to all interested Subjects of personal data to the
changes made to the Policy.

1.3. The provisions and requirements of this Policy are
aimed at ensuring the protection of human and civil rights
and freedoms when processing Personal Data.

1.4. Personal data is processed by the Operator for the
following purposes:

* Providing access to the Website's functionalities for Data
Subjects;

* Processing incoming requests from individuals for the
purpose of providing consulting; analyzing an individual's
actions on the Website and the Website's functioning;
sending advertising and newsletters, and for other purposes
related to the User's viewing (visiting) of the Website.

* Identifying the Data Subject for the purpose of concluding
any agreements with the Operator and their subsequent
execution;

* Conducting promotions, surveys, interviews, tests, and
research on the Website by the Operator;

* Sending requests, letters, messages, etc. by the User;
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e yCTaHOBJEHWE OOpaTHOM CBs3WM, BKJIIOYas, HO HE
OrpaHMYMBAsICh:  HANPaBI€HWE  OTBETHHIX  IIHCEM,
PacchUIOK, yBEJIOMJIEHUH B (hopMe CMC, 3JIEKTPOHHBIX
MICEM, YCTHBIX M TNHCBMEHHBIX 3aIpOCOB, 00pabOTKH
MOUX 3aIpOCOB, 0OpaIeHUH 1 3asBOK, U T.1I.;

e mpenocraBineHnne CyObeKTaM TNEPCOHAIBHBIX AaHHBIX
Caiira, a Taxoke nHGOpManuK o pa3paboTKe U BHEIPEHUN
Onepatopom HOBBIX (yHKIUH CaiiTa, YCIyT WIH aKIHid,
B TOM YHCJIE TIPEIOCTaBIeHNE HHPOPMAIN PEKIAMHOTO
Xapaxrepa;

e o0OpatHas cBsi3b ¢ CyOBEKTaMU NEpCOHAIBHBIX JaHHBIX,
B TOM 4HCIIE 00pabOTKa WX 3aIpOCOB W OOpAaIlCHUH,
urdopmupoBanue o padore Caiita;

® KOHTPOJb M YJIy4YlIEHHEe KayecTBa YCIYr U CEPBHCOB
Onepartopa, B TOM YHUCJIe TIpe/IOKeHHbIX Ha Caiirte;

e (opMHPOBAaHUE CTATUCTUUECKOH OTYETHOCTH, W HWHBIE
UCCIIEZIOBATENbCKIE U (WIIM) aHAJIMTHYECKUE LIETU IpU
YCIIOBHH 00€3JTMYMBAHUSI MOUX NIEPCOHAIBHBIX JaHHBIX;

® OCYHIECTBIICHUE XO3IHCTBEHHOH AESATEIBHOCTH;

e 00paboTKa ® pacIpocTpaHeHHUEe OOOOIICHHBIX |
aHanuTHYecknX JaHHbIX CyOBEKTOB IEpCOHAIBHBIX
JaHHBIX, CO6I/IpaCMBIC C IMOMOIIBIO CEPBUCOB MHTCPHET-
CTaTHCTHKH, CIyXaluxX Juiss cOopa wuHpOpMAIMU O
nerictBusix CyObeKTOB MepCOHAIBHBIX JIaHHBIX Ha CaiiTe,
yay4nieHus kadectBa CaliTa ¥ €ro copiepiKaHusi;

e Hampaenenue CyObeKTaM TIEPCOHAIBHBIX JaHHBIX
IMOCPCACTBOM OTIIPABKH JJICKTPOHHBIX IMHMCEM W CMC
UH(OPMALIMOHHBIX COOOIICHUIA;

® OCYUIECTBIICHWE WHBIX (yHKUUWE, MOTHOMOUMH U
00s13aHHOCTEH, BO3JIOXKEHHBIX Ha Oneparopa
3aKOHOAATENbCTBOM  Poccuiickoii ~ @Penepauuu U
cyowekramu Poccuiickoii denepanmm;

® TOATBEPXKJCHUE JOCTOBEPHOCTH u HOJIHOTBI

HePCOHAJBHBIX JaHHBIX, MpefocTaBleHHbIX CyOBbeKToM
MIEPCOHAJIBHBIX TAHHBIX.

1.5. CyOBbeKkT mepcoHajbHBIX JaHHBIX JEHCTBYS CBOOOJHO,
CBOEH BOJIEH W B CBOEM MHTEpECE, a TAKXKE INOATBEPXKIAs
CBOIO JIECIIOCOOHOCTB, NPENOCTABISET CBOE COIJIacHe Ha
00paboTKy TepcOoHaNbHBIX JaHHbIX OrmepaTopy CBOUX
NIEPCOHANIBHBIX JAaHHBIX B COOTBETCTBHHM C YCIIOBHAMH,
H3JI0KEHHBIMU B Hacrosiei [TonuTuke.

+ establishing feedback, including, but not limited to:
sending reply letters, newsletters, SMS notifications,
emails, oral and written requests, processing my requests,
inquiries, and applications, etc.;

« providing the Subjects of the Site's personal data, as well
as information about the Operator's development and
implementation of new Site features, services, or
promotions, including providing advertising information;

« feedback with the Subjects of the personal data, including
processing their requests and inquiries, and informing them
about the Site's operation;

* monitoring and improving the quality of the Operator's
services, including those offered on the Site;

* generating statistical reports, and for other research and/or
analytical purposes, subject to the anonymization of my
personal data;

* carrying out business activities;

* processing and disseminating aggregated and analytical
data of Personal Data Subjects, collected through internet
statistics services used to collect information about the
actions of Personal Data Subjects on the Website and to
improve the quality of the Website and its content;

+ sending informational messages to Personal Data Subjects
via email and SMS;

« exercising other functions, powers, and duties assigned to
the Operator by the legislation of the Russian Federation
and the constituent entities of the Russian Federation;

« confirming the accuracy and completeness of the personal
data provided by the Personal Data Subject.

1.5. The personal data subject, acting freely, of his own free
will and in his own interests, and also confirming his legal
capacity, gives his consent to the processing of personal
data by the Operator of his personal data in accordance with
the conditions set out in this Policy.

2. ONIPEJIEJIEHUE IMIOHATUM

(1) Cyobexr IlepcoHanbHBIX AAHHBIX (Jajiee TaKiKe
Moab3oBaTtennb, Iloab3oBatenb caiita, IloceTutennp) -
OPUINYECKOe WU (HU3MIECKOE JIUI0, KOTOPOE IONB3YeTCs
CaiiToM W/HITH OTyIHiIo K HEMY JIOCTVIL.

(2) IlepconajabHble [OaHHbIE - Ir00as WH(pOpMAIHS,
OTHOCSIIAsICS K NMPSIMO WIIM KOCBEHHO OINpENeNICHHOMY HIIH
OTIpEIeIIIEMOMY ¢dusnIecKoMy TUITY (cyOpekty
NEepPCOHANIbHBIX ~ JaHHBIX);  I[IEPCOHANbHBIC  JIAHHBIC,
paspenieHHble CYOBEKTOM TEePCOHANBHBIX IAaHHBIX IS
pacIipocTpaHeHus, - IIepCOHAIbHBIC JaHHBIC, JOCTYI
HEOTpaHMYEHHOTO Kpyra JHI[ K KOTOPHIM TPEIOCTaBIICH
CyOBEKTOM NepCOHATBHBIX TaHHBIX ITyTeM Ja4M COTIacHs Ha
00paboTKy  MEpPCOHANBHBIX  JAHHBIX,  Pa3pelICHHBIX
CyOBEKTOM IMepCOHANBHBIX JAHHBIX Ul PACIPOCTPAHEHHUS B

2. DEFINITION OF CONCEPTS

(1) Subject of Personal Data (hereinafter also referred
to as User, Website User, Visitor) — a legal entity or
individual who uses the Website and/or has gained access
toit.

(2) Personal data - any information related to a directly or
indirectly identified or determinable natural person (subject
of personal data); personal data permitted for distribution
by the subject of personal data - personal data, access to
which by an unlimited number of persons is granted by the
subject of personal data by giving consent to the processing
of personal data permitted by the subject of personal data
for distribution in the manner prescribed by Federal Law
No. 152-FZ of 27.07.2006 "On Personal Data";
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nopsiake, mnpexycMoTpeHHoM @enepanbHBIM 3aKOHOM  OT
27.07.2006 Ne 152-®3 «O nepcoHaIbHBIX JaHHBIX»;

(3) Oneparop mepcoHANBHBIX AAHHBIX (Jajlee TAKkKe —
Oneparop, IlpaBoobnanarenpb caiiTa) - JUIO, HA UMS
KOTOpPOro 3aperdctpupoBan CaiT, CaMOCTOSATENBHO WIH
COBMECTHO C JAPYTMMH JIMI[AMH OpTaHH3yIoIe © (WIn)
OCYIICCTBIISIONIUE O00pa0OTKy IEPCOHAIBHBIX JaHHBIX, a
TaKke ONPEACNAIoNIMe Ienu 00pabOTKH MepCOHATBHBIX
JIAHHBIX, COCTaB TEPCOHAIBHBIX JAHHBIX, MOIISKAIINX
o0pabotke, JeWcTBus  (omepaiuu), COBEpIIAEMBIE C
MePCOHATIBHBIMU TAHHBIMH;

(4) Caiit — COBOKYITHOCTh IMpPOTrpaMMHBIX M amIapaTHBIX
cpencts aust OBM, COBOKYITHOCTh TEKCTOB, IpaduyecKux
9JIEMEHTOB, AM3aliHa, W300pa)KeHWH, MPOrpaMMHOIO Koja,
¢oTO- W  BHAEOMATEPHATIOB M  HHBIX  PE3yJIbTATOB
WHTEIUIEKTYyaJIbHOH ~ JIeSTEeNbHOCTH,  OOECIIeuuBaloInX
MyonuKalmioo Ui BceoOmero obo3peHus mHdpopmanuu u
JIAHHBIX, OOBEAMHEHHBIX OOIIUM IEJIEBHIM Ha3HAYCHUEM,
MOCPE/ICTBOM TEXHUYECKUX CPEICTB, NPHUMEHSEMBIX JUIS
cs3u Mexay OBM B cetn «MHTepHeT». CaliT HaXomuTcs B
cetu «MHTepHET» 1O aapecy: https:/www.milkexim.ru/

(5) O6padoTKa NepPCOHANBHBIX JAHHBIX - JTFO00E IeHCTBHE
(omepanyst) WM COBOKYIHOCTH JeWCTBHH (Oreparuii),
COBEpILAEMBIX C HCIIOJIb30BAHUEM CPEJICTB aBTOMATH3ALIUH
win 0e3 MCHONb30BAHUS TAKHX CPEJICTB C MEPCOHAIBHBIMU
JaHHBIMH, BKJIO4asi cOOp, 3amluch, CHUCTEMATHU3ALIMIO,

HAKOIUIEHHWE,  XpaHeHWe,  YyrouHeHue  (OOHOBIEHHE,
HU3MEHEHHE), W3BJCUYEHHE, HCIONb30BaHUE, Ieperavy
(pacnpocTpaHeHue, MIPEOCTaBIICHHE, JIOCTYTI),

o0e3nnunBaHue, OJOKUPOBaHUE, YIAJICHHE, YHHYTOXCHUE
MEePCOHABHBIX TaHHBIX;

(6) aBTOMaTM3MpOBaHHAs 00padoTKa MePCOHATBHBIX
JAHHBIX - 00paboTKa IMEepCOHANIBHBIX AAHHBIX C IMOMOIIBIO
CpPEICTB BHIYUCIUTEIFHOH TEXHHUKU;

(7) pacupocTpaHeHHe MEPCOHATBHBIX JAHHBIX - ICHCTBHA,
HalpaBJICHHbIE HA PAaCKPbITHE MEPCOHAIBHBIX JaHHBIX
HEONpEeNeNCHHOMY Kpyry JHI (mepenada MepCOHAIbHBIX
JAHHBIX) WM HA 03HAKOMJICHHUE C MTEPCOHAIBHBIMU JAHHBIMHU
HEOTPaHMUYCHHOTO KpyTa JIMI, B TOM YHCIe 00HapOIOBAHHUE
TIEPCOHAIBHBIX JaHHBIX B CPEJCTBAX MAaCCOBOM MH(OPMAIHH,
pasMeleHrne B HH()OPMAIMOHHO-TEIEKOMMyHHKAIIMOHHBIX
CeTSAX WM TIPEJOCTABIEHHE [OCTyNAa K IEPCOHAIBHBIM
JAHHBIM KaKMM-JTHOO MHBIM CIIOCO00M;

(8) mpenocTaBiieHHe MEPCOHAIBHBIX JaAHHBIX - JICHCTBHA,
HANpaBJICHHBICE HAa PACKPBITHE IEPCOHANBHBIX JTAaHHBIX
OTIpeIeIICHHOMY JIMITY WJIH OTIPEEICHHOMY KpPYTy JIHIT;

(9) O10KkMpoOBaHMe MEPCOHAIBHBIX TAHHBIX - BPEMEHHOE
mpekpamieHine 00padOTKH TEPCOHANBHBIX MJaHHBIX (32
WCKJIFOUEHUEM CITyJaeB, eciii o0paboTka HeoOXommMa it
YTOUHEHUS TTEPCOHAIBHBIX TaHHBIX);

(10) yHHYTOKEeHHE MEPCOHAIBHBIX JAHHBIX - JICHCTBUS, B
pe3ynbrare KOTOPBIX CTaHOBUTCSA HEBO3MOXKHBIM
BOCCTAaHOBUTH COAEPKAHME NEPCOHANBHBIX JIAHHBIX B
WHPOPMANMOHHONW CHCTEME MEPCOHANBHBIX TAHHBIX U (WITH)

(3) Personal data operator (hereinafter also referred to
as the Operator, the Copyright Holder of the website) -
the person in whose name the Website is registered, who
independently or jointly with other persons organizes and
(or) carries out the processing of personal data, as well as
determines the purposes of processing personal data, the
composition of personal data to be processed, actions
(operations) performed with personal data;

(4) Website — a set of computer software and hardware, a
set of texts, graphic elements, design, images, program
code, photo and video materials and other results of
intellectual activity that ensure the publication for public
viewing of information and data united by a common
purpose, through technical means used for communication
between computers in the Internet network. The website is
located on the Internet at: https://www.milkexim.ru/

(5) Processing of personal data - any action (operation) or
set of actions (operations) performed with the use of
automation tools or without the use of such tools with
personal  data, including collection, recording,
systematization, accumulation, storage, clarification
(updating, modification), extraction, use, transfer
(distribution,  provision, access), depersonalization,
blocking, deletion, destruction of personal data;

(6) automated processing of personal data - processing
of personal data using computer technology;

(7) dissemination of personal data - actions aimed at
disclosing personal data to an indefinite number of persons
(transfer of personal data) or familiarizing an unlimited
number of persons with personal data, including the
publication of personal data in the media, posting in
information and telecommunications networks or
providing access to personal data in any other way;

(8) provision of personal data - actions aimed at
disclosing personal data to a specific person or a specific
group of persons;

(9) blocking of personal data - temporary cessation of
processing of personal data (except in cases where
processing is necessary to clarify personal data);

(10) destruction of personal data - actions as a result of
which it becomes impossible to restore the content of
personal data in the personal data information system and
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B PE3YJIbTATC KOTOPLIX YHHUYTOXAKOTCA MaTCpUaJIbHBIC
HOCHUTCIIN NICPCOHAJIBHBIX JaHHBIX;

(11) o0e31uYUBaHUE MEPCOHAIBHBIX JAHHBIX - JIEUCTBUS,
B pe3yabTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM 0e3
HCTIOJIB30BaHUs JOTIOJTHATEILHOW HH(OPMAIMH OIPEICITHTh
MPUHAJICKHOCTh [IEPCOHAJIBHBIX JIAHHBIX KOHKPETHOMY
CyOBEKTY MEePCOHATBHBIX JAHHBIX;

(12) undopmManuoHHAsI CHCTEMA MEPCOHATBHBIX TAHHBIX
- COBOKYITHOCTh  COIEpXaIluxcs B 0a3aXx JaHHBIX
MIEPCOHATBHBIX JAHHBIX U 00CCIICYMBAIONINX WX 00pabOTKY
WH(POPMAIMOHHBIX TEXHOJIOTHI U TEXHUUECKUX CPEICTB.

(13) TpancrpaHuYHAsA Nepeaya NePCOHAIBHBIX TAHHBIX
- Tepemava IEPCOHANBHBIX JAaHHBIX HAa  TEPPUTOPHIO
WHOCTPAaHHOTO TOCYJapcTBa OpraHy BIACTH WHOCTPAHHOTO
rocylapcTBa,  MHOCTPAHHOMY (dbusnyeckoMy WK
WHOCTPAaHHOMY IOPHIUYECCKOMY JIUILY.

(or) as a result of which the material carriers of personal
data are destroyed;

(11) depersonalization of personal data - actions as a
result of which it becomes impossible to determine the
ownership of personal data by a specific subject of personal
data without the use of additional information;

(12) personal data information system - a set of personal
data contained in databases and the information
technologies and technical means that ensure their
processing.

(13) cross-border transfer of personal data - the transfer
of personal data to the territory of a foreign state to a
government body of a foreign state, a foreign individual or
a foreign legal entity.

3. COCTAB IIEPCOHAJIBHBIX TAHHBIX

3.1. Tlepeuenr IlepcoHaNbHBIX MAAHHBIX, TOJJICKAIIUX
o0paboTke u 3amuTe, (HOPMHPYETCS B COOTBETCTBHH C
®enepanbHeIM  3akoHOM 0T 27.07.2006 Nel52-d3 «O
TIEPCOHANILHBIX JaHHBIX» (fanee — 3akoH Ne 152-D3).

CeeneHusiMH, cocTaBisIOIMMU  [lepcoHanbHbIE JaHHBIE,
ABJIAETCS J100as nHpOpManus, OTHOCAIAsCS K NMPAMO WU
KOCBEHHO OIIPEJIEIICHHOMY, WII OMpEAEIAEMOMY
¢u3nueckomy suny, Ilonbp3oBarerno.

3.2. B cBmu c mpemoctaBieHueM Jpoctynma k- Caity
[onb3oBarensiM, Omneparop 00pabaThIBaeT —CIEIYIONIUC
Iepconanbupie  nmanneie  [lomp3oBatenst  (CyObekra
MIEPCOHAIHBIX JAHHBIX):

e (aMmusi, UMs, OTYECTBO, IICEBIOHUM (HA YCMOTpEHHE
CyOBeKTa MepcoHaNbHBIX JaHHBIX);

e BO3DPACT, JaTa POXKACHUS, 110,

e HoMmMep MoOWIBHOrO TenedoHa, HOMEp pabodero
Tenedona;

®  aJpec IEKTPOHHOM MOYTHI;

® JIOJDKHOCTB, POJ JEATEIbHOCTH, CIHELHAIBHOCTh H
00J1acTh PO eCCHOHATHHBIX HHTEPECOB;

e ceMeliHOe NONIOKEHHE, aIpeCc MECTa JKUTEIIbCTBA;

e apartap /Qorousobpaxenue (nmpu 3tom OrmepaTop He
MIPOU3BOIUT UIACHTU(DHUKAIIIO 110 HUM);

e cBeieHHA 00 aKKayHTaXx B COLMAIBHBIX CETAX H
MecCeHpKepax (0e3 orpaHmYeHHUH);

® JaHHBIE O KOJNHMYECTBE NPOBEIACHHBIX IOCPEICTBOM
CaiiTa KOHCYNBTAIINN;

® JCTOpHS 3alpOCOB ¥  INIPOCMOTPOB  Ha  caiite
https://www.milkexim.ru/  (mamee — CalT) u ero
CepBHCax;

® pPEKOMEHJAIVH M OT3BIBBI; CBe/eHust 00 oreHke Caiira;

3. COMPOSITION OF PERSONAL DATA

3.1. The list of Personal data subject to processing and
protection is formed in accordance with Federal Law No.
152-FZ of July 27, 2006 “On Personal Data” (hereinafter
referred to as Law No. 152-FZ).

Information constituting Personal Data is any information
relating to a directly or indirectly identified or identifiable
individual, the User.

3.2. In connection with providing access to the Site to
Users, the Operator processes the following Personal Data
of the User (Personal Data Subject):

* last name, first name, patronymic, nickname (at the
discretion of the Personal Data Subject);

* age, date of birth, gender;
* mobile phone number, work phone number;

* ajpec 3IEKTPOHHOU MOYTHI;

+ position, type of activity, specialty and area of
professional interests;

* marital status, residential address;

* avatar/photo image (in this case, the Operator does not
perform identification based on them);

« information about accounts in social networks and instant
messengers (unlimited);

+ data on the number of consultations conducted through the
Site;
* history of requests and views on the website

https://www.milkexim.ru/ (hereinafter referred to as the
Website) and its services;

« recommendations and reviews; information about the Site
rating;
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® JIMYHBIC MHTEPECHI; BKYCHl U MPEAIIOYTEHHS; TTOIHCKU
Ha PacChUIKH, YBIICUEHUS U X000H;

® JICKTPOHHBIC JaHHbIe (MaeHTH(UKaTOpel Ha Caiite,
Google, Yandex, UTM wmetku, URL wu 3aromoBok
CTpaHHIIBI, uHbopManus 00 HCTIONTB3yEMBIX
YCTPOMCTBAX, OMEPAMOHHON CHCTEME, MPOrpaMMHOM
obecneuennn  (Opaysepe),  paspelIeHHH  JKpaHa

HCIIONB3YEMOTr0 YCTPOHCTBA, JTAaHHBIE 0
MecTonojokeHuu  (reomokamus), IP-ampec  (ampec,
SIBJISTFOTI{HHACST YHUKAJIbHBIM UAECHTUPHUKATOPOM

YCTPOWCTBA KaK B IOMAITHEHN (JIOKAJIILHOM) CeTH, TaK U B
cerH Internet), Mac-aapec (yHUKaJIbHBIH HOMEP CETEBOTO
obopynmoBanus  wmnu  cereBoro  nopta), IDFA
(YHUKaIbHBIN UICHTUPHUKATOD ycTpoiicTBa,
HCIIONB3YeTCsI B MOOHITBHBIX MPUIOKESHUSX,
paboraronx B omnepaumonHoi cucreme 10S), Google
Advertising ID  (yHuKaibHBIH  HWOEHTH(UKATOP
YCTPOMCTBA, KOTOPBIA HCHONB3YeTCS] B  MOOHIBHBIX
OPHJIOKCHUSX, pabOTAIOIIMX B OMEPAMOHHON CHCTEME
Android), nanHble, comepkammecs B (haimax-cookie,
cBeldeHus O JelcTBUsAX Ioan3oBatens Ha Caiirte,
CBelieHHUsI 00 000PYIOBaHUH TTOJIB30BATENIS, JaTa U BPeMsI
CECCHUH HHBIC NaHHbIC.

3.3. Taxxe na Caiite npoucxogut cOOp M 00paboTKa
0000IIEHHBIX W aHAIMTUYECKUX JaHHbIX 0 [lonb3oBarene (B
T.4. (aiiyioB «cookie») ¢ MOMOIIBIO CEPBHCOB WHTEPHET-
cratucTuku (SlHaexkc MeTtpuka u Apyrux).

Jannble, aBTOMaTH4YecKku niepenaBaemble CaliTy B mporiecce
UX HCHONB30BaHUS C TIOMOLIbI YCTAaHOBJIEHHOI'O Ha
ycrpoiictBe Ilomp3oBarenst mporpaMMHOro obecreyeHus, B
T.4. [P-azmpec, MHAMBUAYAJIBHBIN CETEBOM HOMEP YCTPOMCTBA
(MAC-agpec, ID ycrpoiicTBa), 3IEKTPOHHBIN CEpUITHBII
nomep (IMEI, MEID), pexnamusiii unentudukatop Android
(Google AID), nannbie u3 cookies, uapopmanus o Opaysepe,
OIIEPAI[IOHHON CHCTEME, BPEMEHM JOCTyIla, IOUCKOBBIX
3arpocax, CBEICHHS O MECTONOJIOKEHHU M TepPEeMELICHUN
yctpoiictBa [lonb30BaTens U UHbIE TaHHBIE.

3.4. Oneparop o0ecrie4nBaeT COOTBETCTBHE COACPKAHHS U
obbema  oOpabarbiBaeMbix  [lepCOHaJBHBIX  JIAaHHBIX
3asBJIICHHBIM LIEJISIM 00paOOTKH U, B CIIydae HEOOXOIMMOCTH,
NPUHAMAET MEpHl M0 YCTPAHEHUIO HX H3OBITOYHOCTH IO
OTHOIIEHHIO K 3asBJIECHHBIM IETSIM 00paboTKH.

3.5. O6paboTka cHenHadbHBIX KaTETOPHHA IEepPCOHATBHBIX
JTAaHHBIX, KacarolIuXxCcst pacoBoH, HaI[MOHAJIbHOU
TIPUHAUISKHOCTH, TOJUTUYECKUX B3IJIIOB, PEIUTHO3HBIX
win  ¢unocopckux  yOexIeHHH, HHTUMHOW  IKHU3HHU
OmepaTopoM He OCYIIECTBISAETCSL.

3.6. Ilpu BemonHeHWH TpaHCTpaHWUYHON TIepenadn
MIEPCOHANBHBIX NaHHBIX OmepaTrop MOMKEH OCYIIECTBIATh B
COOTBETCTBHUH C TPEeOOBAHUSIMH 3aKOHOAATENBCTBA PD.

3.7. Omepatop MOXET MOPYy4aTh OOpPabOTKY OTIETBHBIX
Iepconansabix qanHbIX Tloms3oBaTeneit (hamMumms, UMs N
TICEBJIOHMM,  Bo3pacT, (akT O HaJUdUM  OIBITa
KOHCYIbTUPOBAHUSI W WHBIE JAHHBIE) TPETHHM JIMIAM,
okazpiBatomyM  [lomp3oBarenmio  ycmyrw, IS 1enei

* personal interests; tastes and preferences; subscriptions to
newsletters, interests and hobbies;

* electronic data (identifiers on the Site, Google, Yandex,
UTM tags, URL and page title, information about the
devices used, operating system, software (browser), screen
resolution of the device used, location data (geolocation),
IP address (an address that is a unique identifier of a device
both in a home (local) network and on the Internet), Mac
address (a unique number of network equipment or network
port), IDFA (a unique device identifier used in mobile
applications running on the iOS operating system), Google
Advertising ID (a unique device identifier used in mobile
applications running on the Android operating system),
data contained in cookies, information about user actions
on the Site, information about the user's equipment, date
and time of the session, and other data.

3.3. The Site also collects and processes generalized and
analytical data about the User (including cookies) using
Internet statistics services (Yandex Metrica and others).

Data automatically transferred to the Site during its use by
the software installed on the User's device, including IP
address, individual network number of the device (MAC
address, device ID), electronic serial number (IMEI,
MEID), Android advertising identifier (Google AID),
cookie data, information about the browser, operating
system, access time, search queries, information about the
location and movement of the User's device and other data.

3.4. The Operator shall ensure that the content and volume
of Personal Data processed correspond to the stated
purposes of processing and, if necessary, shall take
measures to eliminate their redundancy in relation to the
stated purposes of processing.

3.5. The Operator does not process special categories of
personal data related to race, nationality, political views,
religious or philosophical beliefs, or intimate life.

3.6. When performing a cross-border transfer of personal
data, the Operator must comply with the requirements of
the Russian Federation legislation.

3.7. The Operator may entrust the processing of certain
Personal Data of Users (last name, first name or nickname,
age, consulting experience and other data) to third parties
providing services to the User for the purposes of sending
informational messages and proper provision of services.




HaIlpaBJICHUA

nH(pOpMaMOHHBIX coo0meHnit u

HaJICKAIICTO OKa3aHus yCIIyT.

4. IPUHIUIIBI 1 YCJIOBUA OBPABOTKH
HHEPCOHAJIBHBIX TAHHBIX

4.1.

O0OpadoTka 1NEepCOHATBLHBIX JAHHBIX Yy

OrlepaTopa OCYLIECTBJACTCH HA OCHOBE CJICAYIOLIIUX
NPUHIHUIIOB:

OCYHICCTBJIACTCA Ha 3aKOHHOM 1 CHpaBC}IJ'II/IBOﬁ OCHOBC;

OrpaHUYIMBACTCA OOCTHKCHUEM KOHKPCTHBIX, 3apaHee
ONPECACICHHBIX U 3aKOHHBIX ueﬂeﬁ;

He Jomyckaercs o0paboTka IlepcoHANBHBIX HTaHHBIX,
HECOBMeCTUMast ¢ 1essaMu [lepCoHaNbHBIX JaHHBIX;

HEC OITYyCKacTCsA O6T>CZ[I/IHCHI/IC 6a3 JAHHBIX, COACPKAIIUX

IlepcoHanbHble  JaHHBIE, obpaboTka KOTOPBIX
OCYIIECTBIISIETCSI B LENSAX, HECOBMECTUMBIX MEXIY
c000i;

00paboTke momIexar TONbKO IlepCoHaNbHBIX JAHHBIX,
KOTOpBIE OTBEUAIOT LEJSIM UX 00pabOTKH;

coziepkanue U 00beM o0pabaThiBaeMbIX [lepcoHaIbHBIX
JAHHBIX COOTBETCTBYIOT 3asABJICHHBIM IIEJIIM 00paOOTKH;
coJiepykanre U 00beM oOpabaThiBaeMbIX [lepcoHaIbHBIX
JAaHHbIX HE TOJI’KHbI 6BITB I/I36BITO'-IHBIMI/I 10 OTHOLLIEHHIO
K 3asIBJICHHBIM 1IEJISIM X 00paboTKH;

npu 00padotke [lepcoHanbHBIX JaHHBIX 00ECIIEYUBACTCS

TOYHOCTH HepCOHaJ'ILHLIX JaHHBIX, UX JOCTAaTOYHOCTD, a
B HeO6XOZ[I/IMbIX cIydasaX W aKTyaJlbHOCTb 1o

OTHOILIEHUIO K wensiM o0paborku [lepcoHanbHBIX
JaHHBIX.
OmepaTop NpUHHMAeT HEOOXOAUMBIE MeEpHIl 110

yIAJICHUIO WIN YTOYHEHHIO HETIOJIHBIX U (MJIN) HETOUHBIX
JIAHHBIX;

xpaHeHue  IlepcoHanpHBIX  JaHHBIX B (opme,
TO3BOJISIIOIIEH  OnpeieNnuTh CcyobekTa IlepcoHanbHBIX
JAHHBIX, OCYIIECTBJIAETCS HE JAONbIIE, YeM 3TOro
TpeOyIOT 1eidn uX 00pabOTKH, €CIM CPOK XpaHEHHs
[lepcoHanbHBIX JaHHBIX HE YCTAHOBIICH (elepanbHbIM
3aKOHOM, JOTOBOPOM, CTOPOHOH KOTOPOTO SIBIISAETCS
cyOnekT [lepcoHanbHBIX JaHHBIX;

Ob6pabaTeiBaemble [lepcoHanbHBIE JaHHBIE IMTOAJIEKAT
VHUYTOXKEHUIO JTHOO O0E3THMYMBAHHUIO IO JOCTIDKECHUH
mesieit 00paboTKH WM B CIIydae yTPaThl HEOOXOTUMOCTH
B JOCTIDKCHHMM STHUX IeJIe, eclId HHOE HE
NIPENYCMOTPEHO 3aKOHOAATENBCTBOM PD.

4. PRINCIPLES AND CONDITIONS FOR
PROCESSING PERSONAL DATA

4.1. The Operator processes personal data based
on the following principles:

« is carried out on a legal and fair basis;

« limited to the achievement of specific, predetermined and
legitimate goals;

* processing of Personal data that is incompatible with the
purposes of the Personal data is not permitted;

* it is not permitted to combine databases containing
Personal Data, the processing of which is carried out for
purposes that are incompatible with each other;

» only Personal data that meets the purposes of their
processing are subject to processing;

* the content and volume of processed Personal Data
correspond to the stated purposes of processing;

* the content and volume of processed Personal Data must
not be excessive in relation to the stated purposes of their
processing;

* when processing Personal data, the accuracy of the
Personal data, its sufficiency, and, where necessary,
relevance in relation to the purposes of processing the
Personal data are ensured.

* The operator takes the necessary measures to remove or
clarify incomplete and (or) inaccurate data;

« storage of Personal data in a form that allows the subject
of Personal data to be identified is carried out no longer than
required by the purposes of their processing, unless the
storage period of Personal data is established by federal law
or an agreement to which the subject of Personal data is a

party;

Processed personal data are subject to destruction or
depersonalization upon achievement of the processing
purposes or in the event of loss of the need to achieve these
purposes, unless otherwise provided by the legislation of
the Russian Federation.

4.2. TlpuHUIUNBI

00padoTKN NEepCOHAIBbHBIX

JaHHBIX

Omneparop nmpou3BoAMT 00pPadOTKY MEPCOHAIBHBIX

AAHHBIX NP HAJIUYUH XOTH ObI

OJHOTO0 M3

CJIeYIOIHUX YCIOBHIL:

06pa60TI<a NEPCOHAJIBHBIX JAHHBIX OCYHICCTBJIACTCA C
coriaacusa Cy6’BGKTa NEPCOHAIbHBIX JaHHBIX Ha
O6pa60TI(y €ro nNepCOHAJIbHbIX JaHHBIX;

4.2. Principles of personal data processing

The operator processes personal data if at least one
of the following conditions is met:

* the processing of personal data is carried out with the
consent of the subject of personal data to the processing of
his personal data;




e 00paboTKa TEPCOHANBHBIX MAHHBIX HEOOXOAMMa IS
JIOCTHKECHHS LeNe, TIPETyCMOTPEHHBIX
MEXIyHapoAHBIM AoroBopoM Poccuiickoit denepanuun
WIA 3aKOHOM, JUIS OCYIIECTBICHHS W BEITIONHCHHUS

BO3JIOYKEHHBIX 3aKOHOIaTEJIbCTBOM Poccuiickoit
Oenepani Ha oreparopa (QYHKIMNA, TOJTHOMOUYHH H
00s13aHHOCTEN;

e 00pabOTKa TEPCOHANBHBIX JAHHBIX HEOOXOAMMA IS
OCYILIECTBIICHUS TPABOCYAUS, HCIOMHEHHS CyIeOHOro
aKTa, aKkTa JPyroro OpraHa WiIH JOKHOCTHOIO JIHIIA,
MOIEKAIINX ~ WCIONHCHHIO B COOTBETCTBHH  C
3aKoHOmarenbcTBoM — Poccmiickoit  @enepammm 00
HCTIONHUTENTLHOM TIPOU3BO/ICTBE;

e 00pabOTKa TEPCOHANBHBIX JAHHBIX HEOOXOIMMa IS
UCIONHEHHsT JIOTOBOPa, CTOPOHOW KOTOPOro Jubo
BBITOJIONPHOOpETATEIeM WM MOPYYHTEIEeM, 10
KOTOPOMY SIBIISICTCS CYOBEKT MEPCOHANBHBIX JAHHBIX, a
TaKKe Ui 3aKITIOYEHHS] JIOTOBOpa IO HMHHUIIHATHBE
CyObeKTa MEepCOHAJBHBIX JAHHBIX WM JOrOBOpPa, IO
KOTOPOMY CYOBEKT MEPCOHANBHBIX JaHHBIX OyaeT
SIBJIATHCS BBITOONPHOOPETATENIEM HITH [TOPyIHUTENEM;

e 00pabOTKa TEPCOHATBHBIX MAHHBIX HEOOXOAMMa IS
OCYIIECTBIICHHUS IIPaB U 3aKOHHBIX UHTEPECOB OllEpaTopa
WINA TPEThHUX JIMI JUOO I JOCTYIKEHUS OOIIECTBEHHO
3HAQYUMBIX LEJNEeHd IIPU YCIOBMM, YTO IIPU OTOM HE
HAPYIIAIOTCSA MpaBa ¥ CBOOOIBI CYyOhEKTa MEPCOHATBHBIX
JAQHHBIX;

e ocyuiecTBisiercsi 00pabOTKa NEPCOHANBHBIX JAHHBIX,
JOCTYIl HEOIPaHHYEHHOTO Kpyra JHIL K KOTOPBIM
IPeOoCTaBIeH CyOBEKTOM MEPCOHANBHBIX JAAHHBIX JTHOO
10 ero npochOe (J1aee - 00IIeA0CTYHbIE IEPCOHAIbHbIC
JIAaHHBIC);

e ocyuiecTBisiercsi 00pabOTKa MEPCOHANBHBIX JAHHBIX,
NO/IeKAIMX OMYOJIMKOBAHUIO WM  00S3aTEIbHOMY
PACKpPBITHIO B COOTBETCTBHH C (eZiepanbHbIM 3aKOHOM.

e B HHBIX CIydasx, MPeyCMOTPEHHBIX
3aKOHOAATENLCTBOM PD.

« the processing of personal data is necessary to achieve the
goals stipulated by an international treaty of the Russian
Federation or by law, for the implementation and
fulfillment of the functions, powers and obligations
imposed on the operator by the legislation of the Russian
Federation;

 the processing of personal data is necessary for the
administration of justice, the execution of a judicial act, an
act of another body or official subject to execution in
accordance with the legislation of the Russian Federation
on enforcement proceedings;

 the processing of personal data is necessary for the
execution of an agreement to which the subject of personal
data is a party, beneficiary or guarantor, as well as for the
conclusion of an agreement on the initiative of the subject
of personal data or an agreement under which the subject of
personal data will be a beneficiary or guarantor;

« the processing of personal data is necessary for the
exercise of the rights and legitimate interests of the operator
or third parties or for the achievement of socially significant
goals, provided that this does not violate the rights and
freedoms of the subject of personal data;

 personal data is processed, access to which by an
unlimited number of persons is provided by the subject of
personal data or at his request (hereinafter referred to as
publicly available personal data);

» personal data subject to publication or mandatory
disclosure in accordance with federal law is processed.

* in other cases provided for by the legislation of the
Russian Federation.

4.3. CnenuajibHble KAaTeropvuu IMepPCOHAIbHBIX

JAHHBIX
OoOpaborka  OmeparopoM  CHEIHMAaJbHBIX  KaTeropui
MePCOHAIBHBIX IAHHBIX, KaCAOIINXCS pacoBoi,

HAIIMOHATHHON TPUHAUICKHOCTH, MOJTUTHICCKUX B3TIIAIOB,

PEIUTHO3HBIX WM (QUIOCOPCKUX YOKIACHHUH, COCTOSHUS

3I0pOBbS, MHTUMHOH JKU3HH, TOITYCKAETCS B CIAyJasxK, eCIu:

e CyOBEKT TEpPCOHANBHBIX [JAaHHBIX Jal COIJIAaCHE B
MMMCBMEHHOU popMe Ha 00pabOTKy CBOMX MEPCOHAIBHBIX
JIAHHBIX;

® T[IepPCOHAJbHBIC MAaHHBIC CIENaHBl OOIIEAOCTYITHBIMH
CyOBEKTOM IePCOHATBHBIX JaHHBIX;

e 00paboTKa MEpCOHANBHBIX AHHBIX OCYIIECTBIIACTCS B
COOTBETCTBHH C 3aKOHOAATEIHCTBOM O TOCYAapCTBEHHON
COIMAIFHOW TIOMOIIH, TPYJOBBIM 3aKOHOAATEIIbCTBOM,
3aKOHOAATENbCTBOM Poccuiickoit denepaunu 0 NEHCHAX
10 TOCYAapCTBEHHOMY TIEHCHOHHOMY OOECIIEYEHHUI0, O
TPYHOBBIX ITEHCHSAX;

e 00paboTKa TEPCOHANBHBIX TaHHBIX HEOOXOmuMa st
3aIIUTHI )KU3HH, 3I0POBbS WM WHBIX )KU3HEHHO Ba)KHBIX
WHTEPECOB CYOBEKTa TMEPCOHANBHBIX TaHHBIX JIMOO
JKU3HHU, 370POBBS WM WHBIX JKU3HEHHO Ba)KHBIX

4.3. Special categories of personal data

The Operator may process special categories of personal
data relating to race, nationality, political views, religious
or philosophical beliefs, health status, or intimate life in
cases where:

« the subject of personal data has given consent in writing
to the processing of his personal data;

« personal data are made publicly available by the subject
of personal data;

+ the processing of personal data is carried out in
accordance with the legislation on state social assistance,
labor legislation, the legislation of the Russian Federation
on pensions under state pension provision, on labor
pensions;

« the processing of personal data is necessary to protect the
life, health or other vital interests of the subject of personal
data or the life, health or other vital interests of other
persons and obtaining the consent of the subject of personal
data is impossible;




HHTEPECOB JIPYIHX JIUIL U MONyYEHHE COTIacHs CyObeKTa
MEPCOHATILHBIX JaHHBIX HEBO3MOXKHO;

e 00paboTka MEpPCOHATBHBIX NAHHBIX OCYIIECTBISCTCS B
MEIUKO-TIPOPHITAKTHICCKHX LETIAX, B EJsX
YCTAHOBIICHUS] MEAUIIMHCKOrO JHArHO3a, OKAa3aHUs
MEIUIMHCKHX W MEIUKOCONHUAJBHBIX YCIYT IpH
VCIOBHH, 4TO 00pabOTKa NEPCOHANBHBIX JTaHHBIX
OCYILECTBIISICTCS JIAIIOM, npodheCcCHOHATIBLHO
3aHUMAIOUIUMCS  MEIUIUHCKON  NIEATETBHOCTBIO |
00s3aHHBIM B COOTBETCTBHH C 3aKOHOJAATEIHCTBOM
Poccuiickoii denepanyy coxXpaHsITh BpadyeOHYIO TaliHY;

e 00pabOTKa TEPCOHANBHBIX JaHHBIX HEOOXOmUMa IS
YCTAHOBIICHUSI WIIM OCYIECTBICHUS TpaB CyObeKTa
NEePCOHAJIBHBIX JAaHHBIX WIIH TPEThUX JIUII, & PABHO U B
CBSI3H C OCYIIECTBICHHEM MPABOCY/IHS,;

e 00pabOTKa TMEPCOHANBHBIX JAHHBIX OCYIICCTBIISICTCS B
COOTBETCTBHHU C 3aKOHOJATEIBCTBOM 00 00S3aTENbHBIX
BUJIaX CTPAXOBAHMUs, CO CTPAXOBBIM 3aKOHOATEILCTBOM.

O6paboTKa crielHaNbHBIX KATErOpUi MePCOHANBHBIX TAHHBIX
JODKHA ~ OBITh  HE3aMEUIMTENIBHO — IIpEKpalieHa, ecid
YCTpaHE€HbI IPUYHUHBI, BCIICACTBHUE KOTOPBIX OCYIICCTBIIAIACH
ux 00paboTKa, €ciM WHOEe He YCTaHOBIEHO (eaepalbHbIM
32KOHOM.

* the processing of personal data is carried out for medical
and preventive purposes, for the purpose of establishing a
medical diagnosis, providing medical and medical social
services, provided that the processing of personal data is
carried out by a person professionally engaged in medical
activities and is obliged, in accordance with the legislation
of the Russian Federation, to maintain medical
confidentiality;

« the processing of personal data is necessary to establish or
exercise the rights of the subject of personal data or third
parties, as well as in connection with the administration of
justice;

» the processing of personal data is carried out in
accordance with the legislation on compulsory types of
insurance, with insurance legislation.

The processing of special categories of personal data must
be immediately terminated if the reasons for which they
were processed are eliminated, unless otherwise provided
by federal law.

4.4. bBuomerpuueckue nNepcoHabHbIe JaHHbIE

CaeneHusi, KOTOPBIE XapaKTEPU3YIOT (HDH3HOJIOTHYECKHE U
OHoJOrMuecKkue OCOOEHHOCTH 4YEIOBEKa, Ha OCHOBAHUU

KOTOPBIX ~ MOXXHO  YCTQHOBHUTb  €r0  JIMYHOCTH -
OHOMETPUYECKHE  IEPCOHANBHBIC  JaHHBIE -  MOLYT
obpabatbiBaTbesi  OmepaTopoM  TOJNBKO TMPH  HAIWYHUA

COIJIacHs B MICbMEHHOH (opme cyObeKTa.

4.4. Biometric personal data

Information that characterizes the physiological and
biological characteristics of a person, on the basis of which
his identity can be established - biometric personal data -
may be processed by the Operator only with the written
consent of the subject.

4.5. IlopyyeHue o00padOTKH NEPCOHAJIbHBIX
AAHHBIX APYTOMY JIMILY

Omepatop BIpaBe MOPYYUTh OOPaOOTKY TEPCOHANBHBIX
JaHHBIX JPYrOMY JIUILY C COTJIACHS CYOBeKTa MepCOHAIbHBIX
JaHHBIX, €CIM WHOEe He MpeaycMOTpeHO (enepaibHbIM
3aKOHOM, Ha OCHOBaHMH 3aKIIOYaeMOro C 3THM JIMIIOM
JIOrOBOpA. Jluo, OCYIIECTBIISIOIIEE 00paboTky
MePCOHAJIBHBIX JaHHBIX 0 Nopy4eHuto OnepaTopa, 00s3aH0
COOFOIATh TIPUHIIMITH U TIPaBIJIa 00PaOOTKH ITepCOHATBHBIX
JaHHBIX, NpenycMoTpeHHble DenepanbHbBIM 3aKOHOM  OT
27.07.2006 Nel52-®3 «O mepcoHaIbHBIX TaHHBIXY.

4.5. Assignment of personal data processing to
another person

The Operator has the right to entrust the processing of
personal data to another person with the consent of the
personal data subject, unless otherwise provided by federal
law, based on an agreement concluded with that person.
The person processing personal data on behalf of the
Operator is obligated to comply with the principles and
rules for processing personal data stipulated by Federal
Law No. 152-FZ of July 27, 2006, "On Personal Data."

4.6. Tpancrpanu4Has nepeaaya nepcoHaIbHbIX

JAHHBIX

Omneparop 00s3aH yOEOUTHCA B TOM, YTO WHOCTPAHHBIM
roCyJIapcTBOM, Ha TEPPUTOPUIO KOTOPOro Mpearoaraercs
OCYIIECTBIIATH  Mepelady  IEepCOHANbHBIX  JaHHBIX,
obecrieunBaeTcsl aneKBaTHAsl 3al[UTa TIpaB CyOBEKTOB
NepPCOHAIbHBIX JAHHBIX, 10 Hadalla OCYIISCTBIICHHUS TaKOW

nepeiayn.
TpancrpanndHas mepegada IEPCOHANBHBIX JAHHBIX Ha
TEePPUTOPUH MHOCTPaHHBIX TOCY/apcCTB, HE

obecreunBaroONMX aJeKBaTHOW 3allUThl TpaB CyObEKTOB

TIEPCOHATBHBIX JaHHBIX, MOXKET OCYIIECTBISTHCS B CITydasix:

e HamMuWs coriacks B IMCbMEHHOH (opme cyObekTa
TIePCOHATIBHBIX JJAHHBIX Ha TPAHCTPAHHUYHYIO Ieperady
€ro MepCOHAIBHBIX JAHHBIX;

4.6. Cross-border transfer of personal data

The operator is obligated to ensure that the foreign state to
which personal data is to be transferred provides adequate
protection of the rights of personal data subjects before such
transfer.

Cross-border transfer of personal data to foreign states that
do not provide adequate protection of the rights of personal
data subjects may be carried out in the following cases:

+ the presence of written consent from the subject of
personal data to the cross-border transfer of his personal
data;

8




® HWCIIOJIHCHHA O0roBopa, CTOpOHOﬁ KOTOPOI'O SBJISCTCA
CY6'BeKT TNIEPCOHAJIBHBIX TaHHBIX.

* execution of a contract to which the personal data subject
is a party.

5. KOHOUJIEHIINAJBHOCTD
HHEPCOHAJIBHBIX TAHHBIX

5.1. Madopmanms, otHOcsmascs K [lepcoHaTbHBIM TaHHBIM,
SIBIISIETCST KOH(UACHIIMATbHONH MH(pOPMAaUel U OXpaHseTcs
3aKoHoAaTenbcTBOM Poccuiickoit deneparuu.

5.2. Omneparop He TNPENOCTaBIIET W HE pPaCKpbIBAeT

oOpabaTbIBaeMble CBEICHHS, COZEpIKAIlNe IepCOHAJIbHbIC

JaHHBlE, TPETheH CTOpOHE 0€3 NHCHMEHHOIO COIJIaCHs

CyObeKTa TepCOHANBHBIX JaHHBIX, 33 HCKIIOYEHHEM

clydaeB, YKazaHHbIX B  Hacrosied [lomutuke u

MIPUMEHUMBIM 3aKOHOJIATEIECTBOM.

5.3. TIo MOTUBHPOBAHHOMY 3aIpOCy, HUCKIIOYUTENBHO AT

BBINOJTHEHHS BO3JIOKEHHBIX 3aKOHO/IATEIbCTBOM

nonmHoMouni u ¢yakuuit, [lepconanbueie nanupie CyobekTa

MepCOHAJIBHBIX JIAHHBIX 0€3 €ero corjacusi MOTyT OBITh

nepenanbl OnepaTopom:

e B cyneOHble OpraHbl B CBSI3U C OCYIIECTBJICHHEM
IIPaBOCY U,

® B OpraHbl roCyIapCTBEHHOM 0€30I1aCHOCTH;

® B OpraHbl IPOKYPaTYphI;

° B OpraHbl MMOJUIHNHA;

® B CIIC/ICTBEHHBIE OpPraHbl;

o B UHBIC OpTaHbI FOCyllapCTBCHHOﬁ BJIaCTU U OpTraHU3allN
B CIIy4asiX, yCTaHOBJICHHBIX HOPMAaTHBHBIMU PABOBBIMH
aKTaMH, 0053aTeNIbHBIMU I UCIIOTHEHHUS.

5.4. CorpymHukud u noapsmguukud OmnepaTopa, Beaymiue

00paboTKy TMEpCOHANBHBIX JaHHBIX, HE PAaCKPHIBAIOT

obpabatsiBaeMble [lepcoHanbHble naHHble. COTPYIHHKH U

noppsaauuku  OmepaTopa,  MOTYYMBLIME — JOCTYIH K
00pabaThiBaeMbIM MIEPCOHAIBHBIM JIAaHHBIM,
NPEAYNPEXKAAIOTCSI O  BO3MOKHOM  JIHUCLUIUIMHAPHOH,

aIMUHUCTPATUBHOM, IPa’KIaHCKO-ITPABOBOM WJIM YTOJIOBHOM
OTBETCTBEHHOCTH B CIIydae HapyIICHHUS HOPM M TpeOOBaHUM
3aKOHO/ATEIbCTBA Poccuiickoit ®Denepanuy,
peryiupyoomero — mnpaBmia  oOpa0OTKM W 3aIHThI
MIEPCOHABHBIX JAHHBIX.

5. CONFIDENTIALITY OF PERSONAL

DATA
5.1. Information related to Personal Data is confidential and
is protected by the legislation of the Russian Federation.

5.2. The Operator shall not provide or disclose processed
information containing personal data to a third party
without the written consent of the Personal Data Subject,
except in cases specified in this Policy and applicable law.

5.3. Upon areasoned request, solely for the performance of
the powers and functions imposed by law, the Personal
Data of the Personal Data Subject may be transferred by the
Operator without his consent:
e to judicial authorities in connection with the
administration of justice;

* to state security agencies;

* to the prosecutor's office;

* to the police;

* to investigative bodies;

* to other government bodies and organizations in cases
established by mandatory regulatory legal acts.

5.4. The Operator's employees and contractors processing
personal data shall not disclose the personal data being
processed. The Operator's employees and contractors who
have access to the personal data being processed are warned
of possible disciplinary, administrative, civil, or criminal
liability in the event of a violation of the norms and
requirements of Russian Federation legislation governing
the processing and protection of personal data.

6. IIOPAJJOK U CIIOCOBbI OBPABOTKHA
IHHEPCOHAJIBHBIX TAHHBIX

6.1. O06paborka IlepconanpHbIXx maHHBEIX OrmepaTopom

OCYILECTBIISETCS CIEAYIOIIMH CIIOCO0aMHU:

e HEaBTOMATH3MpPOBaHHAs  00pabOTKa  MEepPCOHAIBHBIX
JaHHBIX;

® aBTOMATHU3MPOBAHHAA o0paboTka MEPCOHATBHBIX

JAHHBIX C TlepeAadeil MOoIydeHHOH WHGOpPMAIMX II0
nH()OPMANOHHO-TEIEKOMMYHHKAMOHHBIM CETSAM  HIIH
0e3 TaKOBOI;

e cMemaHHas 00paboTKa EPCOHATBHBIX JaHHBIX.

6.2. Tlepeuenp neiicTBhii, coBepmiaeMbix OrmepaTopoM ¢
[lepcoHanpbHBIME ~ HJaHHBIMH:  cOOp,  CHCTEeMAaTH3aIlus,
HAaKOILICHHE, XpaHeHHE, YTOYHEHHE (oOHOBIIEHHUE,
W3MEHEHHE), HWCIONb30BaHUE, pPACIpPOCTpaHeHHE (B TOM
yHcie nepenaya), 00o01mienwue, OioknpoBaHue,
VHHYTO)KCHHE, a TakXKe OCYIICCTBICHHAE IFOOBIX WHBIX
JIEUCTBUH B COOTBETCTBUU c JIEACTBYIOILINM
3aKkoHOAaTenbCcTBOM Poccuiickoil denepanuu.

6. PROCEDURE AND METHODS
PROCESSING PERSONAL DATA

6.1. The Operator processes Personal Data in the following
ways:

« non-automated processing of personal data;

OF

+ automated processing of personal data with or without the
transfer of received information via information and
telecommunication networks;

» mixed processing of personal data.

6.2. List of actions performed by the Operator with Personal
Data: collection, systematization, accumulation, storage,
clarification (updating, modification), use, distribution
(including transfer), generalization, blocking, destruction,
as well as the implementation of any other actions in
accordance with the current legislation of the Russian
Federation.




6.3. O0paboTka TEPCOHANBHBIX JAHHBIX OCYIICCTBIIACTCS
OmnepaTopoM TIpH YCIOBUHU TONYYCHHS COTJIACHS CYOBEKTa
MEPCOHANBHBIX  JMaHHBIX (mamee — «Cormacue»), 3a
HCKJIFOUYCHWEM YCTAaHOBJICHHBIX 3aKOHOIATEIHCTBOM P®d
ciIydaeB, Korja oOpaboTka MepCOHaIbHBIX JAaHHBIX MOXET
ocymiecTBIsAThCs 0e3 Takoro Cornacusl.

6.4. CyOBEKT epCOHABHBIX JTAHHBIX MPHHAMACT PEIICHUE O
MPEOCTABIICHUHM €r0 IEePCOHATBHBIX JAHHBIX W JIAeT
Cortacue cBOOOIHO, CBOSH BOJICH U B CBOEM HHTEpECe.

6.5. Cornacue naercs B JI000# MO3BOJISIIOLIEH TOATBEPIUTH
(baxrt ero monyueHust opMe, B TOM YUCIIC ITYTEM COBEPIIICHUS
JercTBUi, ykazaHHbIX Ha Caiite.

Cornacue c HACTOSIIEH [TomuTukoit O3HaYaeT
npenoctapieHre  CyOBEKTOM  MEPCOHAIBHBIX  JTAHHBIX
Cornacust Ha 00pabOTKy CBOMX MEPCOHATBHBIX JAHHBIX.
Haxxumas kHonKy «IIpUHATEY WK POI0DKAS MTOJTb30BAThCS
Catitom Ilonp3oBaTenp MPEIOCTABISACT CBOE COIJIacHe Ha

00pabOTKy €ro TMEepCOHAIBHBIX JAHHBIX, a TaKKe
MTOJITBEPKIACT COTIACUE C TOTOKEHUAME [1oTUTHKH.
IIponomxenue MOJIE30BaThCS CaiitoM O3HAYaeT

ocymiectBieHre Ilonp3oBarenieM mepexoia IO  Jio0oi
CChUIKe, pa3menieHHOW Ha CaliTe, WM HaxkaTHe JIOOOU
kHonku Ha Caiire, a Takke MPOCMOTP KOHTEHTAa Ha JIF00OM
ctpanutie Caiita.

6.6. YcioBueM NpekpalleHus oO0pabOTKH IepCOHANBHBIX
JAHHBIX MOXKET SIBIISITHCS JOCTIDKEHHE Iieneld o0paboTKu
IlepcoHaNIbHBIX JAHHBIX, MCTEUEHHUE CpPOKa JIEWCTBUS
Cornacust mim or3eiB Cornacusi CyObeKTOM MEPCOHANBHBIX
JIAHHBIX, & TAKXKE BBISBICHHE HENPABOMEPHOU O0pabOTKH
MIEPCOHATBHBIX JaHHBIX.

6.7. Cormnacrie MOXeT ObITh OTO3BAHO IYTEM NMUCbMEHHOI'O
YBEIOMIICHUS, HAIIPaBJIEHHOTO B ajipec OnepaTopa 3aKa3HbIM
MOYTOBBIM OTIPABICHUEM HIM NMHUCbMOM Ha 3JIEKTPOHHYIO
moyty: inbox(@spectrgroup.com

6.8. Omeparop mpu o00pabotke IlepcoHaNbHBIX JaHHBIX
NPUHAMAET WIN O0ECIeYUBAeT NPHHATHE HEOOXOIMMBIX
NIPAaBOBBIX, OPTraHM3ALMOHHBIX M TEXHUYECKHX Mep Ul
3alUTHl [IEPCOHATBHBIX JAHHBIX OT HEMPaBOMEPHOTO HIIU
CIIy4alHOTO JOCTYHa K HHMM, YHHUTO)KEHHS, H3MEHCHUS,
OJIOKHpOBaHMU, KOIIUPOBAHUS, IpeloCTaBIICHNUS,
pactpoctpaHenust IlepcoHaIbHBIX JaHHBIX, @ TAKXKE OT HHBIX
HENPAaBOMEPHBIX JEHCTBUI B OTHOIIEHHU llepcoHaibHbIX
JIAHHBIX.

6.9. Cormacue ©Ha 00paborky IlepcoHaNmbHBIX ITaHHBIX
CyObeKTa nepcoHaNbHBIX AAHHBIX BCTYNAET B CHIY CO JHS
ero npuHATHA (TMONMUCAHWSA) W JEHCTBYEeT IO MOMEHTa
otr3b1Ba CyOBEKTOM MEPCOHATIBHBIX JAHHBIX, €CITH HHOHM CPOK
HE YCTaHOBJICH 3aKOHOJATENbCTBOM Poccuu mim 3aKOHHBIM
naTepecoM OnepaTopa. Coriacue MOXKET ObITh OTO3BaHO Ha
OCHOBaHHH MTICEMEHHOT0 3asBICHUA Cy0ObekTa
MIEPCOHAIBHBIX JAaHHBIX B IPOM3BOIBHON (hopme.

6.10. XpaHeHne NEepCOHANBHBIX JTAHHBIX OCYIIECTBIIICTCS B
bopme, TTO3BOJISTFOTIEH OTIpENICITNTH CyOBexTa
TIEPCOHATBHBIX JAHHBIX, B TEUCHWE CPOKA HE JOIBINE, YeM
sToro TpedyroT menmu o0paboTku [lepcoHaNBHBIX NAaHHBIX,
KpoMe CcydaeB, Korja Cpok xpaHeHus IlepcoHampHBIX
JAHHBIX YCTAHOBJEH (eaepaJbHbIM 3aKOHOM, JOTOBOPOM,
CTOPOHOW  KOTOpOTO,  BBITOJONPHOOpETATENEM WM
nopydureneM, 1o  Kotopomy  sBisiercst  CyOBekT
TIEPCOHATBHBIX JaHHBIX.
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6.3. The processing of personal data is carried out by the
Operator subject to the consent of the personal data subject
(hereinafter referred to as "Consent™), except for cases
established by the legislation of the Russian Federation,
when the processing of personal data may be carried out
without such Consent.

6.4. The subject of personal data makes the decision to
provide his personal data and gives consent freely, of his
own free will and in his own interests.

6.5. Consent is given in any form that allows confirmation
of its receipt, including by performing the actions specified
on the Website.

Agreement with this Policy means that the Personal Data
Subject consents to the processing of their personal data.

By clicking the "Accept" button or continuing to use the
Website, the User consents to the processing of their
personal data and confirms their agreement with the
provisions of this Policy.

Continuing to use the Website means the User clicks any
link on the Website, or presses any button on the Website,
or views content on any page of the Website.

6.6. The condition for termination of the processing of
personal data may be the achievement of the purposes of
processing personal data, the expiration of the Consent or
the revocation of Consent by the subject of personal data,
as well as the detection of unlawful processing of personal
data.

6.7. Consent may be revoked by written notice sent to the
Operator by registered mail or by email to:
inbox@spectrgroup.com

6.8. When processing Personal Data, the Operator shall take
or ensure the adoption of the necessary legal,
organizational, and technical measures to protect Personal
Data from unauthorized or accidental access, destruction,
modification, blocking, copying, provision, distribution of
Personal Data, as well as from other illegal actions in
relation to Personal Data.

6.9. The consent to the processing of the Personal Data of
the Personal Data Subject shall enter into force on the date
of its acceptance (signing) and shall remain valid until
revoked by the Personal Data Subject, unless otherwise
established by Russian law or the legitimate interests of the
Operator. Consent may be revoked based on a written
request from the Personal Data Subject in any form.

6.10. Personal data shall be stored in a form that allows the
identification of the Personal Data Subject for a period no
longer than required by the purposes of processing the
Personal Data, except in cases where the storage period for
Personal Data is established by federal law, an agreement
to which the Personal Data Subject is a party, beneficiary,
or guarantor.



mailto:inbox@spectrgroup.com
mailto:inbox@spectrgroup.com

6.11. Ilpm ocymecTtBieHnn xpaHeHus IlepcoHanbHBIX
naHHBIX OnepaTop UCHONB3YeT 0a3bl TaHHBIX, HAXOSIIHECs
Ha Tepputopuu Poccuiickoit denepanun.

6.12. Omeparop uMmeeT mpaBo mnepenaBarh [lepcoHasibHbIE
nanHble  CyOBEKTOB  MEpPCOHAJBHBIX  JAaHHBIX  JUIS
Ha/uIexamnero okaszanus yciayr [lonmp3oBaTenro, a Takxke
WHBIM TPETBUM JIMIaM, KOTJia 3TO HEOOXOIMMO, B IIEIAX
TIPEAYIPEXIEHNST YTPO3bl KHU3HU W 370pPOBBIO, a TaKkKe B
CllydasiX, YCTAQHOBJIEHHBIX  (DefepajbHBIMH  3aKOHAMHU
Poccuiickoii @enepanum.

OnepaTtop uMmeeT npaBo nepenaBath [lepcoHanbHbie JaHHbBIE
CyOBbeKTOB NEepCOHANBHBIX JaHHBIX B paMKaX BBITOTHEHUS
OmnepaTopoM CBOHMX 00S3aTENBCTB, @ TAKXKE MHBIM TPETHUM
JIUIAM, KOTJia 3TO HEOOXOAMMO, B IIENIAX HPeryNpekICHUs
yrpo3bl JKU3HM M 3[0pOBBIO, a TaKke B Ciydasx,
YCTaHOBJIIEHHBIX (eepallbHBIMM  3aKOHaMH  Poccuiickoit
Odenepaiyu.

6.13. OmepaTtop He pacKkphiBaeT HHGOPMAIIHIO O KOHKPETHBIX
MPUMEHSIEMBIX ~ CPEACTBAX M  MeTolax  OOecredyeHus
nHpopmanmonHoi 6e3onacHocTr [lepcoHabHBIX AaHHBIX B
Heasix  oOecleveHHs  HAUIeKAallero YpPOBHS  3alUTHI
NIEPCOHANBHBIX JIAHHBIX TpPeOOBaHHUSAM 3aKOHOJATENILCTBA
Poccuiickoit @enepanuu.

6.14. B ciyudae ecniu CyObeKT nepcoHabHbIX AaHHbIX Caiita
ciaciaia CBOHU HepCOHaﬂbeIe JAaHHbIC WJINW HUX YacCTb
JOCTYIHBIMH [UI HEOTpaHWYEHHOro Kpyra jui, OnepaTop
UMeeT MpaBo He oOpalaThiBaTh Takue [lepcoHanbHbIC
JTAHHBIE U HE HECET 3a HUX OTBETCTBEHHOCTb.

6.15. IIpu stom OmnepaTop uMeer mpaBo oOpabaTeIBaTh U
00HaposoBaTh O00OOIIEHHbIE W AHAINTUYECKHE JaHHbIC
CyObeKTa nepCOHaNIbHBIX AaHHBIX, TAKHE KakK MoJ, BO3PAacT,
npodeccusi, SMOLMOHAIBHOE COCTOSHUE W HMHOE, B LEJSIX
aHanu3a, 10paboTKH, BHeCEHUs M3MeHeHuit B Cailt, a Takke
pasMelieHus CTaTUCTHYECKUX AaHHBIX B MH(MOPMAIOHHO-
TEJIEKOMM YHUKALIHOHHON ceTu «ntepuer», Ha
KOH(pEpeHIUAX, MPEJAOCTaBICHUSI AHAIUTUKU  TPEThUM
nunam, a CyObeKT NIepCOHANBHBIX JIAHHBIX JIA€T Ha 3TO CBOE
corjacue.

6.11. When storing Personal Data, the Operator uses
databases located on the territory of the Russian Federation.

6.12. The Operator has the right to transfer the Personal
Data of Data Subjects for the proper provision of services
to the User, as well as to other third parties, when necessary,
to prevent threats to life and health, and in cases established
by federal laws of the Russian Federation.

The Operator has the right to transfer the Personal Data of
Data Subjects as part of the Operator's fulfillment of its
obligations, as well as to other third parties, when
necessary, to prevent threats to life and health, and in cases
established by federal laws of the Russian Federation.

6.13. The Operator does not disclose information about
specific means and methods used to ensure the information
security of Personal Data in order to ensure an adequate
level of protection of Personal Data in accordance with the
requirements of the legislation of the Russian Federation.

6.14. If the Subject of the Site's personal data has made their
Personal Data or part thereof available to an unlimited
number of persons, the Operator has the right not to process
such Personal Data and bears no liability for it.

6.15. The Operator has the right to process and publish
generalized and analytical data of the Personal Data
Subject, such as gender, age, profession, emotional state,
and other data, for the purposes of analysis, refinement, and
amendments to the Site, as well as posting statistical data
on the Internet, at conferences, and providing analytics to
third parties, and the Personal Data Subject gives their
consent thereto.

7. IPABA CYBBEKTOB IIEPCOHAJIBHBIX
JAHHBIX

7.1. Coryacue cy0beKkTa MepCcOHAJBHBIX JAHHBIX HA

00padoTKYy ero MepcoOHAJIbHBIX JAHHBIX

7.1.1. CyObeKT mepcoHaNbHBIX JaHHBIX IPUHAMAET PEIICHUE

0 mpenocraBieHUH ero IlepcoHambHBIX OaHHBIX M JaeT

coryacue Ha ux 00paboTKy cBOOOIHO, CBOEH BOJIEH H B CBOEM

HHTEpece.

Cornacue Ha 00pabOTKY MEPCOHATHHBIX TAHHBIX MOXET OBITH

maHo CyOBeKTOM TIEpCOHANBHBIX JAaHHBIX WIH  €ro

MIPEJICTaBUTENIEM B JIFO0O0H IMO3BOJIAIONICH TOATBEPIUTH (PaKT

ero TMONy4eHUs QopMe, ecIM HHOe HE YCTaHOBJICHO

3aKOHOJIATEIBECTBOM.

Cormmacue MOXeT OBITh BBIPRXXEHO B ()OPME COBEPIICHHUS

CyOBEeKTOM  TNEpCOHANBHBIX  JAHHBIX  OIpENeJIeHHBIX

JIEHCTBHUI, KaK HaIpuMep, He NCKITI0Yasi HHOE:

e IIPUHATUS  YCIOBHH  JOroBopa-oepTsl,  MpaBHI
TIOJTb30BAHNS nH(pOpMaMOHHBIMA pecypcamu
W MporpaMMHbBIMU nipoayktamu Caiita;

o OTHPpaBJICHUEC 3asBKH, BOIIPOCA, O6paHIGHI/I$I, nrucbMa,
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7. RIGHTS OF PERSONAL DATA
SUBJECTS

7.1. Consent of the personal data subject to the
processing of his personal data

7.1.1. The personal data subject makes a decision to provide
his/her personal data and gives consent to their processing
freely, of his/her own free will and in his/her own interests.

Consent to the processing of personal data may be given
by the Subject of personal data or his representative in any
form that allows confirmation of the fact of its receipt,
unless otherwise provided by law.

Consent may be expressed in the form of the personal data
subject performing certain actions, such as, but not
excluding, the following:

* acceptance of the terms of the offer agreement, rules for
using the information resources and software products of
the Site;

+ sending an application, question, request, letter;




®  IIPOJOJDKEHHE HCIIONB30BAHMS NPHIOKEHHUH, CEpBUCOB,
nH(popManmoHHbIX pecypcoB, Caiirta, B3auMOIEHCTBHS
CHX  TIONBb30BATEIbCKUMH  HMHTepdelicaMn  mocie
YBEIOMIICHHS TT0JIb30BaTeNsl 00 00paboTKe TaHHBIX;

®  IIPEAOCTaBIICHUS HEOOXOANMBIX pasperneHuit
MOOMJIBHOMY TPHWIOKEHHIO TIPH 3alpoce B MOMEHT
YCTaHOBKH WJIM HCTIOJIb30BAHUS;

® IIPOCTaBJICHHUS OTMETOK, YEK-OOKCOB, 3allOJIHEHHs
COOTBETCTBYIOIIUX TOJIeH B (hopMax, OIaHKax;

e TONCpKAHHUSA DICKTPOHHOW MEPEHCKH,
roBopurcs 00 00paboTKe;

B KOTOPOit

e T[poXoJa  HAa TEPPUTOPHIO  IIOCIHE  O3HAKOMJICHUS
C MPEIYNPESKAAIONUMY TAOJTUUKAMU U 3HAKAMU;

® YCTHOI'O O3BYYMBAHHs COIJIaCHs KaK HECIIOCPEACTBEHHO,
TaK U C UCIIOJIb30BAHUEM CPEACTB TOJIOCOBOM CBA3U;

® [IPOCMOTp MaTepUasoB, pa3MelieHHbIX Ha CaiiTe;

e ucrnoib30BaHue cepBucoB Caiirta;

e peructpaius Ha Caiite;

®  HampaBJICHHE JIOOBIX COOOIICHUH C HUCIOIb30BAaHHEM
onnaitH-gpopm Ha Caiire.

®  WHBIX JIEUCTBUI, COBEPIIAEMBIX CyObexrom
NEPCOHAJIBHBIX JTAaHHBIX, I10 KOTOPBIM MOXXHO CYIWUTH
0 €ro BOJICU3bSIBICHUH.

[Tonb3oBarens (CyObeKT MepCOHATBHBIX JaHHBIX) CUUTACTCS

BeipazuBlIIMM Coracie Ha 00paOOTKYy IepCOHAIbHBIX

MaHHBIX B COOTBETCTBUU C HonokeHusaMu ctatbu 438 T'K

PO, momydas goctyn k marepuaiaMm u cepBucam Caifta u

ocymiecTBiIAA ucnonb3oBanue Caiita M00BIM CIIOCOOOM H B

moboli  ¢opme B mpenenax ero  (pyHKIMOHAJIbHBIX
BO3MOKHOCTEH.
7.1.2. B otnenpHBIX ClIydasx, MIPEIYCMOTPEHHBIX

TpeOOBaHUAMHU MPHUMEHUMOIO 3aKOHOJATENbCTBA, COINIACHE
opopmisiercss B mUCbMEHHOW — ¢opMe € yKazaHHEM
HEOOXOIUMBIX CBEICHUM, a TAKXKE B COOTBETCTBHU C HHBIMU
OPUMEHUMBIMHU TPEOOBaHUSMH, THIIOBBIMH (hOPMaMHU.

7.1.3. Bcnyuasx o00paboTku
moiay4deHHeIX  He oT CyOBekTa
HampsMyl0, a OT APYTHX JIMI Ha OCHOBAaHHM IOTOBOpA
WK TIOpYYeHUsi Ha 00pabOTKy, OOS3aHHOCTD IOMYYEHHS
cornacusi CyObekTa HEepCOHANBHBIX MAHHBIX MOXKET OBITH
BO3JIO’KEHA Ha JIMIO, OT KOTOPOTO IOJIYYEHBI IIepCOHAIbHbIE
JlaHHEIE.

7.1.4. B cimyuae otkaza CyObeKTa MEpCOHANBHBIX IaHHBIX
OT TIPEAOCTABIICHHUS B HEOOXOIUMOM U JIOCTATOYHOM 00BeMe
ero MEepCOHANBHBIX  JaHHBIX, OnepaTop He CMOXKET
OCYIIECTBUTh HEOOXOAWMBIE HEHCTBHS UIS NOCTHKCHUS
COOTBETCTBYIOIINX 00pabOTKeE IeIeH.

7.1.5. OOpaboTka TeEpCOHANBHBIX JAaHHBIX B IIETX
NPOABWXEHUSI TOBapoB, pPaboOT, YCIyr Ha pPBIHKE ITyTeM
OCYIIECTBIICHUSI TPSIMBIX KOHTaKTOB C IOTCHIHAIbHBIM
MOTPEOHTETIEM C TIOMOIIBIO CPEACTB CBA3M, a TAKXKE B EISX
PEKIaMHOW aruTalyy JONMYCKaeTcsl TOJBKO IIPH YCIOBUH
NPEeIBAPUTEIBHOIO  COrJIACHS CyOBEKTa MEepPCOHANBHBIX
JaHHBIX.

7.1.6. Omepartop 00s3aH HEMEUICHHO TIPEKPaTHTh IIO
TpeboBannio CyOBbeKTa MepCOHANBHBIX JaHHBIX 00paboTKy
€ro TIePCOHAIBHBIX JJAHHBIX B BBIICYKa3aHHBIX LIEIISX.

TNIEPpCOHAJIBHBIX  JaHHBIX,
TIEPpCOHAJIBHBIX  JTaHHBIX

» continued use of applications, services, information
resources, the Site, interaction with their user interfaces
after notifying the user about data processing;

+ granting the necessary permissions to the mobile
application when requested at the time of installation or use;

* putting marks, checkboxes, filling in the corresponding
fields in forms and templates;

* maintaining electronic correspondence concerning the
processing;

* entry into the territory after familiarization with warning
signs and plaques;

» oral expression of consent both directly and using voice
communication;

* viewing materials posted on the Site;
« use of the Site services;

* registration on the Site;
* sending any messages using online forms on the Site.

» other actions performed by the Subject of personal data,
by which one can judge his expression of will.

The User (Personal Data Subject) is deemed to have
expressed Consent to the processing of personal data in
accordance with the provisions of Article 438 of the Civil
Code of the Russian Federation by accessing the materials
and services of the Site and using the Site in any way and
in any form within the limits of its functionality.

7.1.2. In certain cases stipulated by the requirements of
applicable legislation, consent is drawn up in writing with
the indication of the necessary information, as well as in
accordance with other applicable requirements and
standard forms.

7.1.3. In cases of processing personal data received not
directly from the Personal Data Subject, but from other
persons on the basis of an agreement or processing order,
the obligation to obtain the consent of the Personal Data
Subject may be assigned to the person from whom the
personal data was received.

7.1.4. If the Personal Data Subject refuses to provide the
necessary and sufficient volume of their personal data, the
Operator will not be able to perform the necessary actions
to achieve the relevant processing purposes.

7.1.5. The processing of personal data for the purpose of
promoting goods, works, and services on the market by
means of direct contact with potential consumers via
communication tools, as well as for the purposes of
advertising campaigns, is permitted only with the prior
consent of the subject of the personal data.

7.1.6. The Operator is obliged to immediately cease, at the
request of the Personal Data Subject, the processing of his
personal data for the above purposes.
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7.2. O0padoTKa 3JEeKTPOHHBIX MOJb30BaTEJbCKUX
JIAHHBIX, B TOM uHcJie cookies

7.2.1. Oneparop B 1emsIX 00paO0TKH EePCOHATIBHBIX IAHHBIX,
YCTaHOBJICHHBIX [1OTMTHKOM, MOXKET COOUPATH IEKTPOHHBIC
TIOJTb30BATENILCKIE JAHHBIE Ha CBOMX CAaWTaX aBTOMaTHYECKH,
6e3 HeOOXOIMMOCTH y4acTHsl IOJIb30BATENsI M COBEPIICHHS
UM KaKUX-JTH00 JACHCTBHUII MO OTIPaBKe JaHHBIX.

7.2.2.  JIOCTOBEpHOCTh COOpPaHHBIX TaKHM CIIOCOOOM
QJIEKTPOHHBIX  JaHHBIX  OmneparopoM — He TpoBepsieTcs,
nHopmanusi 00pabaTbIBalOTCSI B TOM BHJE, KaK OHa
MIOCTYIHIIA C KITMEHTCKOTO YCTPOWCTBA.

7.2.3. TlocerurenaMm wu mone3oBaTensm Caifta Moryr
TOKa3bIBaThCS  BCIUIBIBAIONIME  YBEAOMIIEHHS O cOope
u 00paboTke naHHBIX cookies c¢ cchuikod Ha [TonmuTHky
Y KHOIIKAMU TIPUHATHS YCIOBUH 00pabOTKU JTHOO 3aKPBITHS
BCIUTBIBAIOIIETO YBEIOMIICHUSL.

7.2.4. Takue yBeJOMJIEHHUS O3HAUYAIOT, YTO IPH MOCEUIEHUU
u ucroip3oBannn  Caiita, HH(QOPMAIMOHHBIX PECYPCOB
u BeO-npuiioxkenuit  Omepatopa B Opay3ep Ha yCTpOWCTBE
TI0JI30BATEISI MOJKET COXPAHATHCS HHPOpMAIust (Hampumep,
JTAHHEIE cookies), ITO3BOJISFOLIAS] B JaNbHENIIEM
UJICHTUQUITUPOBATD IOJIb30BATENS WIH YCTPOUCTBO,
3allOMHUTh CEaHC pabOThl HJIM COXPAHHUTh HEKOTOPHIC
HaC’I’pOﬁKH U MPCANTIOYTCHHA T10JIb30BATEIIA, CHCLII/I(bI/I'—IHI)Ie
JJIA OTUX KOHKPETHBIX CalTOB.

Takas wuHpOpMamus TIoOCIe COXpaHEHUs B Opaysep
U 10 UCTEUCHUSI  YCTaHOBJIEHHOI'O  CpOKa  JeHCTBHA
WM yOaJeHus € yCTpoWcTBa  OymeT  OTHPAaBIIATHCA
IpY KaXKIOM TocienyroneM 3anpoce Ha CalT, OT UMEHH
KOTOPOT'O OHH OBLIM COXPAaHEHBI, BMECTE C 3THUM 3alPOCOM
Jutst 00paboTkK Ha ctopone OnepaTopa.

7.2.5. O0Opaborka  jgaHHbIX  cookies  HeoOXxomuma
JUIsl KOpPEeKTHOM pabothl Caiita, B 4aCTHOCTH, UX (YHKIIMH,
OTHOCSINMXCA K JOCTYIy II0JIb30BaTelell NpOrpaMMHBIX
MIPOJYKTOB, YCIyr, pabot u pecypcoB Ha Caiite OnepaTopa;
MIepCOHATIM3ALN MIOJIb30BaTeNeH; TOBBIILICHUS
s dexktuBHOCTH 1 yno0cTBa paborsl ¢ CaiiToM, a Takxke
HHBIX LENIEH, IpeaycMOTPEHHBIX 1lonuTukoil.

7.2.6. Kpome o0paboTky maHHbIX cookies, yCTaHOBJICHHBIX

camuM CaliToM, MOIB30BATENAM H ITOCETUTENSIM MOTYT

YCTaHABIMBATBCSA cookies, OTHOCSIeCS K CTOPOHHUM

caiitam, HampuMmep, B cirydasx, korga Ha Caiite Omepartopa

UCIIONB3YIOTCS CTOPOHHHE KOMITOHEHTHl U IPOTrpaMMHOE

obecieuerne. OOpaboTka Takmx cookies perymupyercs

MOJIATUKAMHU COOTBETCTBYIOIIUX CAaWTOB, K KOTOPBIM OHH

OTHOCATCS, M MOXKET  U3MEHAThCA  0e3 yBeNOMIICHHS

nons3oBarener Caiita Omepartopa.

KTakum ciydasiMm  MOXKET  OTHOCHUTBCS — pa3MEIICHHE

Ha calTax:

e Cuer4ynkos MIOCEIICHUH, AQHAIUTHYECKUX
U CTaTHCTUYECKUX CEePBHUCOB, TaKHX Kak
Sunexc.Metpuka wim Google Analytics s c6opa
CTaTUCTUKH TOCEIIAeMOCTH OOLICAOCTYITHBIX CTPAaHHI]
CalToB.

e BuwmokeroB BCIIOMOTraTeNbHBIX CEPBHUCOB Ui cOopa
oOpaTHON CBSI3M, OpPTaHW3AlMHM YaTOB W WHBIX BHIOB
KOMMYHHUKAIHH € TIOJIb30BATEISIMH.

e CucreM KOHTEKCTHOM peKJIaMbl, OaHHEPHBIX W MHBIX
MapKETUHTOBBIX CETEH.
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7.2. Processing of electronic user data, including
cookies

7.2.1. For the purposes of processing personal data as
established by the Policy, the Operator may collect
electronic user data on its websites automatically, without
the need for the user to participate or perform any actions
to send data.

7.2.2. The Operator does not check the accuracy of the
electronic data collected in this manner; the information is
processed in the form in which it was received from the
client device.

7.2.3. Visitors and users of the Site may be shown pop-up
notifications about the collection and processing of cookie
data with a link to the Policy and buttons to accept the terms
of processing or close the pop-up notification.

7.2.4. Such notifications mean that when visiting and using
the Site, information resources, and web applications of the
Operator, information (such as cookie data) may be stored
in the browser on the user's device, which allows for the
subsequent identification of the user or device,
remembering the user session, or storing certain settings
and user preferences specific to these particular sites.

Such information, after being saved in the browser and until
the expiration of the established validity period or deletion
from the device, will be sent with each subsequent request
to the Site on whose behalf they were saved, along with this
request for processing by the Operator.

7.2.5. Processing of cookie data is necessary for the proper
functioning of the Website, in particular, their functions
related to user access to software products, services, works,
and resources on the Operator's Website; user
personalization; improving the efficiency and convenience
of using the Website, as well as other purposes stipulated
by the Policy.

7.2.6. In addition to processing cookie data set by the
Website itself, users and visitors may be set cookies related
to third-party websites, for example, when third-party
components and software are used on the Operator's
Website. The processing of such cookies is governed by the
policies of the respective websites to which they relate and
is subject to change without notice to users of the Operator's
Website.

Such cases may include posting on websites:

* Visitor counters, analytical and statistical services, such
as Yandex.Metrica or Google Analytics to collect statistics
on visits to public pages of websites.

» Widgets for auxiliary services for collecting feedback,
organizing chats and other types of communications with
users.

* Contextual advertising systems, banners and other
marketing networks.




e KHOMNOK aBTOpH3anMy Ha caiiTaX ¢ IIOMOIIBIO YIETHBIX
3ammceil B COIMANbHBIX CETSX.
e UHBIX CTOPOHHMX KOMIIOHEHTOB, HCIIOJIB3YEMBIX
Omneparopom Ha Caiite.

7.2.7. llpunstue Ilomp3oBareneM YycIOBHH 00pabOTKH

cookies  wiM 3aKpBITHE  BCIUTBIBAIOMICTO  YBEAOMJICHHUS

B cOOTBETCTBUM ¢ IlonuTHKON paclieHHMBaeTcsl Kak coriacue

Ha 00paboTky naHHBIX cookies Ha Caiite Oneparopa.

7.2.8. Becnysae ecnu  Ilomb3oBarenb — He corjlaceH

¢ 00paboTko# cookies, OH JODKEH NMPUHATH HA Ce0sl PHCK,

YTO B TAKOM cilydae (pyHKIMU U Bo3MOXkHOCTH Calita MOryT

He OBITH JIOCTYITHBI B MOJHOM OOBEME, a3aTeM CIel0BaTh

T10 OJTHOMY U3 CIIEIYIOIINX BaPHAHTOB:

. [IpousBecTn CcaMOCTOSTENBHYIO HACTPOHKY CBOEIO
Opay3epa B COOTBETCTBHHU C TOKyMeHTaIuen
WU CIIPaBKOH K HEMY TakuM 00pa3oM, 4YTOObI OH
Ha MOCTOSIHHOW ~ OCHOBE HE paspeuiaj] NpUHAMATh
Y OTHPABJIATh JaHHBIE cookies st IIOObIX CalToB
0o ans koHkperHoro Caiira Onepartopa Wi caifTa
CTOPOHHETr0 KOMIIOHEHTA.

U IlepexItounThCs B CrieUalbHbIA PEKUM «MHKOTHUTO»
Opaysepa  JUIA UCTIONB30BaHHMSA  caliToM  cookies
JI0 3aKpBITUsI OKHa Opay3epa WM JI0 MEePEKIFYeHUs
00paTHO B OOBIUHBII PEKHM.

. [TokuHyTb caiiT Bo n30exxaHue AanbHelei 00paboTKu
cookies.
) [Monp30BaTenb MOXKET CaMOCTOSATEIBHO

4epe3 BCTPOCHHBIC B Opaysepbl  cpeicTBa  paboThI
C TAaHHBIMH  cookies  ynpaBiATh  COXPaHEHHBIMH
JAHHBIMH, B TOM YHCIIC, YIAJISATh WIH IPOCMATPHBAThH
CBeJlcHUs] 00 YCTAHOBJIGHHBIX  caiitamu  cookies,
BKJIIOYAs:

- Azpeca callTOB W IIyTH Ha HUX, Kyga OymyT
OTIpaBIISATHCS cookies.

- HasBaHus ¥ 3HAYCHHUs MAPAMETPOB, XPAHSIIIUXCS
B cookies.

- Cpoku JnieiicTBusi cookies.

* Authorization buttons on websites using social network
accounts.

* Other third-party components used by the Operator on the
Site.

7.2.7. The User's acceptance of the cookie processing terms
or closing the pop-up notification in accordance with the
Policy is regarded as consent to the processing of cookie
data on the Operator's Website.

7.2.8. If the User does not agree to the processing of
cookies, they must accept the risk that in such a case the
functions and capabilities of the Site may not be fully
available, and then follow one of the following options:

* Configure your browser yourself in accordance with its
documentation or help so that it permanently does not allow
receiving and sending cookie data for any websites or for a
specific Operator Website or a third-party component
website.

* Switch to a special “incognito” browser mode to allow the
site to use cookies until you close the browser window or
switch back to normal mode.

* Leave the site to avoid further processing of cookies.

* The user can independently manage stored data through
the browser's built-in cookie data management tools,
including deleting or viewing information about cookies set
by websites, including:

- Website addresses and paths to which cookies will be sent.
- Names and values of parameters stored in cookies.

- Cookie expiration dates.

7.3. IIpaBa cy0beKTa NepCOHATBHBIX JaHHBIX

7.3.1. CyObekT mNepcoHaJbHBIX AAaHHBIX HMEET IMPaBO Ha
nomydeHne y Omnepatopa wuHpopMamy, Kacaromencs
00paboTKH €ro MepCOHANBHBIX JAHHBIX, €CITH TaKOe IPaBO HE
OrPaHHYEHO B COOTBETCTBHUH C (hefiepaTbHBIMU 3aKOHAMH.

CyOBeKT mepcoOHaNbHBIX [aHHBIX BIIpaBe TPeOOBAaTh OT
Omneparopa yrouHeHHs ero IlepcOHaNbHBIX IAaHHBIX, HX
OJIOKMpOBaHHMS WM YHUYTOXKEHUS B Clydae, €Cclii
[epconanbHbIe JaHHbIE SBJIAIOTCS HETIOJHBIMH,
yCTapeBIIMMH, HETOYHBIMH, HE3aKOHHO IMOJYYEHHBIMH HIIH
HE SBISIIOTCS HEOOXOOUMBIMH UL 3asBICHHOH LEH
00paboTKH, a TaxkKe IPUHUMATH MPETYCMOTPEHHBIE 3aKOHOM
MepBI 110 3aIUTe CBOMX IPaB.

7.3.2. CyOBeKT TepCOHANBHBIX IaHHBIX BIIpaBe TPeOOBATh
OT3BIB CBOEro cornacuss Ha o0paborky IlepcorambHBIX
maHEbIX. Omepatop 00s3aH HEMEIVICHHO NPEKPAaTUTh II0
TpeboBannio CyObeKTa MEepCOHANBHBIX NAaHHBIX 00pabOTKy
€ro TEepCOHAIBHBIX NaHHBIX B BBINICYKA3aHHBIX MesIxX. B
sToM ciydae yeayrn Caidita CyObekTy NepCOHaIbHBIX
JAHHBIX TPEIOCTABIISATHCS HE MOTYT.

7.3.3. Jna peanuzanmu BbIIIEyKa3aHHBIX mpaB CyObekT
TIEPCOHATBHBIX ~ JAaHHBIX, HMEET TpaBO OOpPATHThCA K
OmnepaTopy C COOTBETCTBYIOIIMM 3ampocoM. B memsix

7.3. Rights of the personal data subject

7.3.1. The personal data subject has the right to receive
information from the Operator regarding the processing of
his personal data, unless such right is limited in accordance
with federal laws.

The personal data subject has the right to require the
Operator to clarify his Personal Data, block or destroy them
if the Personal Data is incomplete, outdated, inaccurate,
illegally obtained or is not necessary for the stated purpose
of processing, as well as to take legally prescribed measures
to protect their rights.

7.3.2. The personal data subject has the right to request the
revocation of their consent to the processing of their
personal data. The Operator is obligated to immediately
cease processing their personal data for the above purposes
at the personal data subject's request. In this case, the
Website's services cannot be provided to the personal data
subject.

7.3.3. To exercise the above rights, the Personal Data
Subject has the right to contact the Operator with a
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BBINIOJIHEHMA 3ampoca OmnepaTop MMeEET NpaBO 3allpPOCHUTh
JIOTIOJTHUTENIEHYIO HH(OPMAIIHIO.

7.3.4. CBeneHust JOIDKHBI OBITH IpenocTaBiieHbl CyObekTy
MePCOHANIbHBIX JaHHBIX OmepaTopoM B JIOCTYITHO# (opme, U
B HUX He JOJDKHBI Colepkatbes llepcoHaibHBIC NaHHBIE,
OTHOCSIIIIUECS K APYTHM CYOBEKTaM MepCOHATbHBIX aHHBIX,
32 HCKIIIOYEHWEM CJIyd4aeB, €CIM HMEIOTCS 3aKOHHBIC
OCHOBAHHS JUTSl PACKPBITHS TAKUX [lepCOHANBHBIX JaHHBIX.
7.3.5. CyOBeKT NepCOHANBHBIX JaHHBIX HMMEET IPaBO Ha
MoJydeHWe WH(POpPMAIMK, Kacaroleics o0padoTKH ero
[NepcoHanbHBIX JaHHBIX, B TOM YHCIE COACPKAIICH:

e moxarBepkaeHue (¢axra ob6pabotku IlepcoHambHBIX
naHHbIX OnepaTopoM;

® TpaBOBbIC OCHOBaHMS U 1esu 00paboTku [lepcoHanbHBIX
JIAHHBIX;

® 1enu U npuMeHsieMble OnepaTopoM croco0bl 00padOTKH
[epcoHanbHBIX JaHHBIX;

® HaWMEHOBaHME M MecTo HaxoxaeHus OrnepaTopa,
CBEJCHHS O JIMIAX, KOTOPbIe MMEIT JOCTYN K
HepCOHaJ'IBHbIM JaHHBIM WJIHW KOTOPBIM MOTI'YT 6I>ITI)
packpbiThl  [lepcoHanibHBIE JaHHBIE HA OCHOBAHUU
gorosopa ¢ OmeparopoM WIH Ha  OCHOBaHHH
(dhenepanbHOro 3aKOHa;

e oOpabarbiBaeMble [lepcoHaNbHbIC JaHHBIC, OTHOCSIIHECS
K coorBercTBytomeMy CyObeKTy  MepCOHaTbHBIX
JAaHHBIX, UCTOYHUK HUX IOTY4YC€HH:, €CIIU WHOU TMOpAA0K
NpEeACTaBJICHUSI TaKUX JaHHBIX HE TPEAYCMOTPEH
®enepanbHBIM 3aK0HOM OT 27.07.2006 Nel52-D3;

® cpoku 00paboTku [lepcoHa bHBIX JaHHBIX, B TOM YHCIIE
CPOKH HX XpaHEHHUS;

® TOPSJOK OCYLIECTBIEHHA CyObeKkToM IlepcoHasbHBIX

JAaHHBIX IpaB, MNpefycMOTpeHHbIX DenepanbHbIM
3aK0HOM 0T 27.07.2006 Nel152-D3;
e uyndopmanuio 00  OCYIIECTBICHHOW  WIH O

MpeAIoiaracMoi TpaHCIPaHUYHOHU Niepeade JaHHbIX;

® HaMMCHOBaHHE WIH (HaMIIHIO, UM, OTYECTBO U aJpec
JIUNA, OCYIIECTBISIIOMIEr0 00paboTKy NepCOHaIbHBIX
JaHHBIX 1Mo mopydenuto Omnepartopa, eciau o0paboTKa
HopydeHa Wik Oyaer mopy4deHa TakoMy JIHILY;

® UuHBIE CBEACHWA, IpeaycMorpeHHble denepanbHbIM
3akoHOM oT 27.07.2006 Nel52-®3 wmm ppyrumu
(henepambHBIMU 3aKOHAMHU.
7.3.6. IlpaBo CyOBeKTa mepcoHaIbHBIX JaHHBIX Ha JOCTYII K
ero IlepcoHambHBIM [aHHBIM MOXXET OBITH OTpPaHUYCH
OTIEIbHBIMA HOPMATHBHO NPAaBOBBIMU akTamu Poccuiickoi
®denepanyu.
7.3.7. Jluma, mnepemaBmmie OrmepaTopy HEIOCTOBEPHBIE
cBeleHUsT O cebe, MO0 CBEACHUS O IPYIOM CyOBeKTe
MIEPCOHATBHBIX JTAHHBIX 0€3 corjacusi IOCIETHEr0, HECYT
OTBETCTBEHHOCTh B COOTBETCTBHH C 3aKOHOJATEIECTBOM
Poccuiickoii @enepanun.

corresponding request. To fulfill the request, the Operator
has the right to request additional information.

7.3.4. The information must be provided to the Personal
Data Subject by the Operator in an accessible form, and it
must not contain Personal Data related to other personal
data subjects, except in cases where there are legal grounds
for disclosure of such Personal Data.

7.3.5. The personal data subject has the right to receive
information regarding the processing of his Personal Data,
including information containing:

o confirmation of the fact of processing of Personal data by
the Operator;

e legal grounds and purposes of processing Personal data;

o the purposes and methods of processing Personal data
used by the Operator;

o the name and location of the Operator, information about
persons who have access to Personal Data or to whom
Personal Data may be disclosed on the basis of an
agreement with the Operator or on the basis of federal
law;

o processed personal data related to the relevant personal
data subject, the source of their receipt, unless another
procedure for submitting such data is provided for by
Federal Law No. 152-FZ of 27.07.2006;

o the terms of processing of Personal data, including the
terms of their storage;

o the procedure for the exercise by the subject of Personal
data of the rights provided for by Federal Law No. 152-
FZ of July 27, 2006;

¢ information on completed or intended cross-border data
transfer;

o the name or surname, first name, patronymic and address
of the person processing personal data on behalf of the
Operator, if the processing is or will be entrusted to such
person;

o other information provided for by the Federal Law of July
27,2006 No. 152-FZ or other federal laws.

7.3.6. The right of the Personal Data Subject to access
his/her Personal Data may be limited by certain regulatory
legal acts of the Russian Federation.

7.3.7. Persons who have provided the Operator with false
information about themselves or information about another
personal data subject without the latter's consent shall be
liable in accordance with the legislation of the Russian
Federation.
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8. BE3OIIACHOCTb NEPCOHAJILHbBIX
JTAHHBIX

8.1. Omepatop npennmpuHUMAET HEOOXOIUMBIC IPABOBBIC,
TEeXHUYECKHE W OPTaHU3AIMOHHBIC MEpPbl HHPOPMAIIHOHHOM
6e30macHOCTH, HeOOXOTMMBIe I oOecrieueH st TpeOoBaHUM
3akoHOmarensecTBa PO B obmacTé 3amiuThl MEPCOHATBHBIX
JIAHHBIX, st 3amuThl  [lepcOHaNbHBIX JaHHBIX OT
HECAHKIMOHUPOBAHHOTO JIOCTYIA, W3MEHEHHsS, PaCKPBITHS
WITH YHUYTOKCHHUS, TIyTEM BHYTPESHHHUX MPOBEPOK MPOILIECCOB
cOopa, XpaHeHHs 1 00pabOTKU TaHHBIX U Mep OC30MaCHOCTH,
a TaKXkKe OCYIIECTBICHHS Mep MO0 00eCTeYeHII0 (PU3NUECKOM

0€e30MacHOCTH JAaHHBIX JJIsL MpEeaAOTBpaAICHUA
HECAaHKIIMOHUPOBAHHOT'O JocTyna K HepCOHaJ’ILHLIM
JaHHBIM.

8. SECURITY OF PERSONAL DATA

8.1. The Operator shall take the necessary legal, technical,
and organizational information security ~measures
necessary to ensure compliance with the requirements of
Russian legislation in the field of personal data protection,
to protect Personal Data from unauthorized access,
modification, disclosure, or destruction, through internal
audits of data collection, storage, and processing processes
and security measures, as well as the implementation of
measures to ensure the physical security of data to prevent
unauthorized access to Personal Data.

9. MEPBI ITIO OBECIIEYHEHUIO 3ALIIUTHI
HHEPCOHAJIBHBIX TAHHBIX

9.1. B cootBetcTBUM co crathsimMu 18.1 u 19 denepanbHoro
3akoHa or 27.07.2006 Ne 152-®3, mnocTraHOBIICHHUEM
[TpaBurensctBa Poccuiickoit @Peneparmu ot 01.11.2012

Nell19 «OG6 yrBepkaeHuM TpeOOBaHMW K  3allIUTe
NEePCOHANBHBIX  JAaHHBIX TpH  UX  00paboTke B
UH(OOPMALIMOHHBIX ~ CHUCTEMax TIEPCOHAJBHBIX  JTaHHBIX)»

Omeparop NPUHUMAET CIEAYIOINE OpPraHU3AI[MOHHBIE W

TEeXHUYECKHE Mepbl, HalpaBleHHble Ha O0ecleueHue

YCTAHOBJICHHOTO YPOBHS 3allMIIEHHOCTH IEePCOHAIBbHBIX

JAHHBIX MPH HX 00paboTKe B WH(OPMALMOHHBIX CHCTEMAaX

Omneparopa:

e  Omeparop sABIAeTCS JMIOM, OTBETCTBEHHBIM 32
obecnieyeHne 6E30MACHOCTH MEPCOHANBHBIX JaHHBIX B
HMH(pOpMaLMOHHBIX cucteMax Caiita;

®  YCTaHABIMBAaET DPEXHUM oOOecredeHHss Oe30MacHOCTH
MIOMEIIEHNS, B KOTOpOM pa3MemeHb!
WHQOPMALMOHHBIE  CHCTEMBI,  NPEMATCTBYIOLIUI
BO3MOXXHOCTH HEKOHTPOJIHPYEMOIO HPOHHKHOBEHHUS
WK TpeObIBaHUSA B IOMEIICHUM JIMI, HEe HMMEIOIINX
IpaBa JAOCTYIa B 3TO IIOMEIIECHHE;

e  o0ecreunBaeT COXpaHHOCTh HOCHUTENEH MepCOHATBHBIX
JaHHBIX;

e  o0ecrieuyuBaeT HCIOJB30OBAaHUE CPENCTB  3AIUTHI
nHpOopManuu B obmacTi obecriedeHus 0e30macHOCTH
uHbOpMalUK, B Clydae, KOrJa IPHMEHEHHE TaKHX
CpeacTB HEOOXOIMMO ISl HEHTpaIN3aliy aKTyalIbHBIX

yrpos;
e  o0ecreunBaeT pE3CPBUPOBAHHE U BOCCTAHOBJICHHE
TIePCOHATHHBIX JAHHBIX, paborocmocobHOCTH

TEXHUYECKHX CPEACTB M IMPOrpaMMHOr0 obecIiedeHusl,
CpeACTB 3amuThl WHGOpMAIMA B WHPOPMAINOHHBIX
CHCTEMax MepCOHAIBHBIX JIaHHBIX,
MOANU(DHUIIMPOBAHHBIX MJIM YHUYTOXXCHHBIX BCIICIACTBHE
HECaHKLOHUPOBAHHOT'O JOCTYIA K HUM;

e  obecrieunBaeT HAJTAYHe CepTUPHUIIIPOBAHHOTO
AQHTUBHPYCHOTO  MPOTPAaMMHOTO  OOECHEeYeHus C
perymsapHo OOHOBIsIEMBIMH 0a3aMH ¥ CpEICTB
BOCCTAHOBJICHUSI CHUCTEMBI 3aIIUTHI TE€PCOHATIBHBIX
JIaHHBIX;
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9. MEASURES TO ENSURE THE

PROTECTION OF PERSONAL DATA

9.1. In accordance with Articles 18.1 and 19 of the Federal
Law of 27.07.2006 No. 152-FZ, and the Decree of the
Government of the Russian Federation of 01.11.2012 No.
1119 "On approval of requirements for the protection of
personal data when processing them in personal data
information systems,” the Operator takes the following
organizational and technical measures aimed at ensuring
the established level of protection of personal data when
processing them in the Operator's information systems:

* The Operator is the person responsible for ensuring the
security of personal data in the information systems of
the Site;

establishes a security regime for the premises in which
information systems are located, preventing the
possibility of uncontrolled entry or presence in the
premises of persons who do not have the right to access
these premises;

ensures the safety of personal data carriers;

ensures the use of information security tools in the field
of information security, in cases where the use of such
tools is necessary to neutralize current threats;

ensures the backup and restoration of personal data, the
operability of technical equipment and software, and
information security tools in personal data information
systems modified or destroyed due to unauthorized
access to them;

« ensures the availability of certified antivirus software with
regularly updated databases and means of restoring the
personal data protection system;




e  OCYIIECTBIIET coOroieHne YCIIOBHH,
o0ecrieynBaOMMX  COXpaHHOCTH  llepcoHanbHBIX
JAHHBIX M HCKIIOYAIONINX HECAaHKIMOHUPOBAHHBIA K
HUM JIOCTYII;

®  OCYyLIECTBISET oOHapyxeHHe (axToB

HECAHKIIMOHUPOBAHHOTO J0CTynma K IlepcoHambHBIM
JAHHBIM U TIPUHSITHE MEp;

° OCYIIECTBIISCT HHBIE MEpHI, YCTaHOBJICHHBIC
HOpPMAaTUBHBIMU TIPaBOBBIMH akTamu Poccuiickoit
Oeneparii B 00JacTH  3amUTHl  [lepCOHATBHBIX
JTAHHBIX.

e  Ha3HAYaeT OJDKHOCTHBIX JIMII, OTBETCTBEHHBIX 3a
OpTaHU3aIMI0 O00Pa0OTKU W 3alUTHI TIEPCOHATBHBIX
JTAHHBIX;

° OrpaHUYUBACT COCTaB JIUII,
TIEPCOHAIBHBIM JIAHHBIM;

uUMeromux JoCTyn K

e  obecreynBaer O3HAKOMIICHUE CyOBEKTOB c
TpeOOBaHUSIMU  (DeIePAIbHOTO 3aKOHOIATENbCTBA U
HOPMATUBHBIX JOKyMeHTOB OnepaTopa mo o0paboTke
U 3al|TE MEPCOHATBHBIX JaHHBIX;

e  obecreynBaeT OpraHU3AlHUIO yUeTa,
o0OpallieHns1 HocuTesed HH(pOpPMaLUH;
e  obecreynBaeT OIpEIC/iCHHE Yrpo3 0e30MacHOCTH

NEPCOHANBHBIX ~ JIAaHHBIX TOpH WX  00paboTke,
(bopMHUpOBaHHE Ha UX OCHOBE MOJIeNeil yrpo3;

XpaHeHUs] W

e  olecrieunBaer pa3pabOTKy Ha OCHOBE MOZEIH Yrpo3
CHCTEMBI 3alIUThI IEPCOHATBHBIX JTAHHBIX;

) obecneunBaer HPOBEPKY TOTOBHOCTH u
(G PEKTUBHOCTH HCIONB30BaHUSI CPEICTB  3aIUThI
undopmanum;

) o0OecreunBaeT pasrpaHHIeHUE JOCTYIa HOIb30BaTenei

K HUHPOPMAIMOHHBIM pecypcaMm MU  IPOrpaMMHO-
annapaTHBIM CPEJICTBaM 00paboTKH UH(OpMALINH;

. obecriednBaeT perucTpauus W y4eT JACeUCTBHUM
ToNb30BaTeNei UH(OPMAIMOHHBIX cHCTEM
NIEPCOHAJIBHBIX JTAHHBIX;

. obecrieunBaeT NPUMEHEHNE B HEOOXOMMMBIX CIIydasx

CPEZICTB MEXCETEBOr0 IKPAHHPOBAHMUS, OOHAPYIKECHHS
BTOP)KCHHH, aHamu3a 3allfIICHHOCTH H CPEACTB
KpunTorpaduueckoi 3amuThl HHGOPMAIIUH.

* ensures compliance with conditions that ensure the safety
of Personal Data and prevent unauthorized access to it;

detects instances of unauthorized access to Personal Data
and takes measures;

* implements other measures established by regulatory
legal acts of the Russian Federation in the field of
protection of Personal data.

+ appoints officials responsible for organizing the
processing and protection of personal data;

* limits the number of persons who have access to personal
data;

ensures that subjects are familiar with the requirements
of federal legislation and the Operator’s regulatory
documents on the processing and protection of personal
data;

ensures the organization of accounting, storage and
circulation of information carriers;

ensures the identification of threats to the security of
personal data during their processing, and the formation
of threat models based on them;

ensures the development of a personal data protection
system based on the threat model;

ensures verification of the readiness and effectiveness of
the use of information security tools;

ensures the differentiation of user access to information
resources and software and hardware for information
processing;

ensures registration and accounting of actions of users of
personal data information systems;

ensures the use of inter-network shielding, intrusion
detection, security analysis, and cryptographic
information protection tools, if necessary.

10. SAK/IIOYUTEJIBHBIE ITOJIOKEHUSA
10.1. Tlocme ormpaBku Bompoca, momaun 3asBKH,
oOpareHns, MchMa, IOAMUCKH, B TOM YHCIIE B COOOMIeCTBaX
B CONUAIBHBIX CeTsIX, CyOBEKT NEepCOHANBHBIX AAaHHBIX
MOXET MOTy4aTh MIEPHONIECKHE pacchUIKA
(mHbDOpMAIMOHHBIE,  peKIaMHBIE W Jpyrue)  Ha
3apErUCTPUPOBAHHBIA aApeC DSJICKTPOHHONW MOYTHl W/HIH
HOMEp MOOMIBHOrO TeneoHa, a TaKKe aBTOMAaTHYECKOE
TIOATBEPXKICHHE TTOKYIIOK M CEPBUCHBIE YBEIOMIICHHS.

10.2. CyObeKkT mepCOHANBHBIX MAaHHBIX MOXET IONTyJaTh
pPacChUIKM Ha aapec JIEKTPOHHOW MOYTHl W / WM HOMEp
MoOmipHOro Tenehona. Bel Moxere oOTHHCAaTBCS  OT
MONYYCHHST DJIEKTPOHHBIX IHCEM W/HIU CMC, B IO00H
MOMEHT, C IIOMOINBIO CHEHUAaTbHOW CCBUIKH, KOTOpas
pasmeniaercs B KOHIE Ka)KIO0r0 MHChbMa, WM HAIHCAaTh HaM
mucbMoO Ha inbox(@spectrgroup.com ¢ TEMOM ITHChMa
«OTIIUCATBCA OT PACCBUIKW» m Tem caMbM
TIPEKPATHTh OTNIPABKY MMCEM Ha Balll 3JIEKTPOHHBIA aapec.

10. FINAL PROVISIONS

10.1. After submitting a Question, Application, request,
letter, or subscription, including to social media
communities, the Personal Data Subject may receive
periodic newsletters (informational, advertising, and
others) to the registered email address and/or mobile phone
number, as well as automatic purchase confirmations and
service notifications.

10.2. The subject of personal data may receive newsletters
to an e-mail address and/or a mobile phone number. You
can unsubscribe from receiving emails and/or SMS
messages at any time using a special link that is placed at
the end of each email, or write us an email at
inbox@spectrgroup.com with the subject line
"UNSUBSCRIBE FROM THE MAILING LIST" and
thereby stop sending emails to your email address.
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10.3. Omepatop npeanpuHUMaeT pa3yMHbIE MeEpbl Ui
TIOAJIEp)KaHUS TOYHOCTH M aKTyaJIbHOCTH HMEIOITUXCS
[lepcoHanbHBIX JaHHBIX, a TaKkKe ynaneHus llepcoHaabHBIX
JaHHBIX B CIydYasX, €CIM OHH SBISIOTCS YyCTapeBIINMH,
HEJIOCTOBEPHBIMH WJIM W3JUIIHIMU, JTUOO €CIH JTOCTHTHYTHI
e X 00paboTKH.

10.4.  CyObekTsl  NEpPCOHAIBHBIX  JAaHHBIX  HECYT
OTBETCTBEHHOCTh ~ 3a  mpegocraBieHue  OmepaTtopy
JOCTOBEPHBIX CBEACHHH, a TaKKe 3a CBOCBPEMEHHOE
OOHOBJIEHHE TPENOCTABICHHBIX JAHHBIX B CIIy4ae KaKhX-
00 U3MEHEHUH.

10.5. B cnyyasx, ecmu CyObeKT NEpCOHANBHBIX JTaHHBIX,
XOUeT y3HaTh, KAaKUMH NEPCOHAIBHBIMH JaHHBIMH O
cyobekTe pacnonaraer Oneparop, MO0  JIONOJHHUTH,
WCMIPAaBUTh WIH YJAJIUTh JIIOObIE HENONHBbIEC, HETOUYHBIC HIIH
ycrapeBme  IlepcoHanbHble  OaHHBlE, JMOO  XO4YeT
npekpaTuTh 00paboTky Omneparopom cBoux IlepcoHanabHBIX
JIaHHBIX, JTN0O NMEET PYrue 3aKOHHbIE TPEOOBaHUS, CYyOBEKT
TIEPCOHAJIBHBIX JITAHHBIX MOXKET B JIOJDKHOM TOpSAKE U B
COOTBETCTBMHM C  JACHCTBYIOUIMM  3aKOHOJATEIHECTBOM
peanu3oBaTh Takoe npaBo, oOpaTuBmHCh K Omneparopy mno
aJIpecy 3JEKTPOHHOW MOUTHI: inbox@spectrgroup.com

10.6. Ilpu 3TOM B HEKOTOPBIX CIydasx (HaIpUMeEp, €CIH
Cy6’bCKT NNEPCOHAJIBHBIX JAaHHBIX XO4Y€T YAAJIUTh CBOH
NEPCOHANIbHBIE JIAHHBIE WIIM TPEKPaTUTh HX 00pabOTKY)
Takoe oOpalleHue, MOCPEICTBOM HAaIpaBJIeHHs 3ampoca Ha
ANIeKTpOHHYI0 nouty OnepaTopa, TakKe MOXKET O3HayaTb,
yro Onepartop OoJbllie He CMOXKET MpeAocTaBiiaTh CyObeKkTy
MIEPCOHAIBHBIX AAHHBIX HOCTYI K CalTy WM NPeJOCTaBIATh
HUH(OPMAILUIO, B TOM YHCIIE ITYTEM PACCHUIKH.

10.7. Jns BeimonHenust 3anpocoB CyObeKkTa nepcoHaIbHBIX
JOaHHBIX, OnepaTop MOXeT HOTpeOOoBaTh YCTaHOBUTH
mnyHOCTh CyObeKTa NEepCOHANIBHBIX AAHHBIX M 3alPOCHTDH
JOTIOJHUTENBHYI0O  MH(OpMAaLuIo, HOATBEPIKAAIOLIYIO
ydacTue B OTHOWIEHUsAX ¢ OmnepaTopoM, JHOO CBEICHUS,
WHBIM  00pa3oM mMOATBepxkAaroIue (Gakr 00pabOTKH
mepcoHaNbHBIX  JMaHHBIX ~ OmepatopoM. Kpome Toro,
JeicTByIOIIEee 3aKoHOMaTeNnbecTBO Pocculickont denepannu
MOXKET YCTAQHABJIMBATh OIPaHWYECHUS M APYTHE YCIOBHSL,
Kacaolyecs YHNOMSHYTBIX Bblme mpaB  CyObeKkToB
MIEPCOHAJIBHBIX JaHHBIX.

10.8. Husbie mpaBa u obs3anHOCTH OTiepaTopa, Kak orneparopa
NIEPCOHATIBHBIX JAHHBIX ONPEACIIAIOTC 3aKOHOIATEIbCTBOM
Poccutickoit @enepary B 001aCTH IIEPCOHATHHBIX JAHHBIX.
HomxHoctHEIe JMna OnepaTopa, BUHOBHBIE B HapyIICHHH
HOPM, PETYIHPYIOMHX 00padOTKy M 3aIIUTY MEpCOHATHHBIX
JaHHBIX, HECyT  MaTEepHalbHYI0,  IUCLUIUTHHAPHYIO,
aJIMUHHUCTPATHBHYIO, Ipa’k1aHCKO-IIPaBOBYIO I
YTOJOBHYIO OTBETCTBEHHOCTh B IOPSIKE, YCTAaHOBJICHHOM
(hemepambHBIMU 3aKOHAMH.

10.9. TIpemnoxeHus 1 3aMeYaHusl Il BHECCHUSI N3MECHEHHN
B [TomuTHKy 3auHTEpECOBaHHBIE JIMLA MOTYT HAIPABJIATH 110
aJpecy IEKTPOHHON TOUTHL: inbox(@spectrgroup.com

10.3. The Operator shall take reasonable measures to
maintain the accuracy and relevance of existing Personal
Data, as well as to delete Personal Data in cases where it is
outdated, inaccurate or redundant, or if the purposes of its
processing have been achieved.

10.4. Personal data subjects are responsible for providing
the Operator with accurate information, as well as for
promptly updating the provided data in the event of any
changes.

10.5. In cases where the Personal Data Subject wishes to
know what personal data the Operator has about the subject,
or to supplement, correct, or delete any incomplete,
inaccurate, or outdated Personal Data, or wishes to stop the
Operator from processing their Personal Data, or has other
legal requirements, the Personal Data Subject may, in due
course and in accordance with applicable law, exercise such
right by contacting the Operator at the email address:
inbox@spectrgroup.com

10.6. In some cases (for example, if the Personal Data
Subject wishes to delete their personal data or stop
processing them), such an appeal, by sending a request to
the Operator's email, may also mean that the Operator will
no longer be able to provide the Personal Data Subject with
access to the Site or provide information, including by
mailing.

10.7. To fulfill requests from a Personal Data Subject, the
Operator may require the identification of the Personal Data
Subject and request additional information confirming their
relationship with the Operator or information otherwise
confirming the processing of personal data by the Operator.
Furthermore, current Russian Federation legislation may
establish restrictions and other conditions regarding the
aforementioned rights of Personal Data Subjects.

10.8. Other rights and obligations of the Operator as a
personal data controller are determined by Russian
Federation legislation in the field of personal data.

Operator officials found guilty of violating the rules
governing the processing and protection of personal data
bear financial, disciplinary, administrative, civil, or
criminal liability in accordance with the procedure
established by federal laws.

10.9. Interested persons may send suggestions and
comments for making changes to the Policy to the
following email address: inbox@spectrgroup.com
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